@) C

s are?

Proceedings

National Level Webinar on

Cyber Security

Preparedness for next 10 years

(25th November, 2021)

National Cyber Crime Research & Innovation Centre (NCR&IC)
BUREAU OF POLICE RESEARCH AND DEVELOPMENT
Ministry of Home Affairs, Government of India

Promoting Good Practices & Standards



@E

l=riion Cvizer Ciérea Conrdnnfan Cevim

Proceedings

National Level Webinar on

Cyber Security

Preparedness for next 10 years

(25th November, 2021)

National Cyber Crime Research & Innovation Centre (NCR&IC)
BUREAU OF POLICE RESEARCH AND DEVELOPMENT
Ministry of Home Affairs, Government of India



%0@

National Level Webinar on Cyber Security Preparedness for Next 10 Years

31fHd 218 IE FH3N T AgpIar FHsil

HARA HAZIDBIR

ASIT

13 P Afderrol b1 Al SoRIcd! B SRR 'gfeRT' 3R el RIaeer IS & AW 8l A /
g o131 UGl Dlofol P U6l O 6[AIR 3IUoll dIolol Udriol BoI3RIT b HIEH A ATSE AUl Dl
DA, 3oIDI Ul clollol, Siid 3112 ifIRIISIol < Ufel Urelfdid 33U A ItGRI 3] $3Ah 3IeldI, ARG
ONf3I US9I ATSTR 3URIEL, BIRMD 311fe P 811 3 FollferRil DI Aol Dol b fe1e gfert il ol ufsrgiur
G2 3MUol ATSER ARSI DI/IORIIGST GIct DI FSTd Dot 3112 Uil Dlolol Udriol BoilHRIl bt g1orI fotariur
& fere PG 3l A IRPRI B fAfdroot Alstelai B 3idsid g1l o1l & fo1e 3o1w 1w dedl & fere
g MPR WRH IR fAeiiRr ASRIAL &b Are1et A A6 Dl 3

AP ol AR 3[URAE A folucol P fe1e B uscl 3l AlSIele 9Rs Dl 3l RN AR 3IUEL
IIIGa] bog, 14C mammsmﬂﬁdﬁ%mm(www cybercrime.gov.in) cifod fdpelr 8, dAIfde
SIoIdl A3 3112 dcdl b e ATSaR 31U=Iell U2 [A9IY &R1T6T Gol b ATel-ATel Al UbI2 b ATSa 3ueli
3 Jdferd aconsii &l Ul @2 b siferctsel s Adfed fOIBIRIAL @I Gol 2ol 3 ABRIAT Urd Dol b
fe1e v Clet 1l ole=:- 1930 9[- [T SRII 8l

Ny N D\

AR AT UL 3[ofielTol 3112 oIdIR Pog (NCR&IC) Dlofol Udciol Boif3ril d e srofierrol
3menf¥a Jerene fApRia ot 3q fifdcol Bacme! &t Al @I o 3ot P o didismesst
IRIICT, of$ f&eett 31 Fenfie 14C T v FBcayul PrRISH 3 st Iqoft 3 b T Jecdt 38 s Jen
gﬁaﬁﬁé@%ﬁ%mmmmmﬁﬁﬁmmsﬂzﬁaﬁm%

G9I O olIEIR¥Dl & fe1u ATSeR S1dlol JYRMEIA Dol b feTe NCR&IC 3R BPR&D GRI fabu Sif 38 DRIt

P fere 3 31uoll 9IIPIHoIE URA DI &
r"_tlr""u"'I> \"'H
N
(IR 911B)
-

BT : & FHATOH, i wA1p, 73 feeei-110001
A : 23092462, 23094686, B : 23094221
s‘—:ﬁa : hm@nic.in

Bureau of Police Research and Development iii



74
@

National Level Webinar on Cyber Security Preparedness for Next 10 Years

ERI I E]
ARA WP

aref s, 98 faeell — 110001

MINISTER OF STATE FOR
HOME AFFAIRS
GOVERNMENT OF INDIA
NORTH BLOCK,
NEW DELHI - 110001

< W
NITYANAND RAI

T2 Gt @ foh sfieieS qeamer, 5 fowelt | Tfid TRy |Tser 319 6™ Ud TaTa
% (NCR&IC) FT S TS{TeIT oh o 7T 0T i Hge 319 e 2, ST6e™ U6 i
FHATHT foreRfid 3 6 &1 H o T o R 3 qcd 3 8T 2

3 TR 7 HIFoR TR 6 i STkl Ha o forg rarasi/amst SRt e € qom &
S ShiHE/ATISTR] /=T SRR sht emar fwfor # g wfed arger wilfae glaarstl § gan
3T HEaqU] had 33T 2

TR AT STYE G 5 (14C) Tl TATIT o HIETH T TLHR A SIT9eh 3T Tufad alich &
HTZoR ST § 92 o TG S Yo TSI sl Te hHeeh 37K $ehifeen Sa forar 2

ST b |3 STORTE ohT TRGE il § S1ee @1 ?, ST ST o foTT i e TSttt bt
AHT T STHRRT ST HEeaqul 81 ST 81 H3 391E & fob @rger 31awry s ue fefsreat wilfien & e
T o TER § Fsiferd Feeaqu [l 0 7 SIfeT s S USiel o $eplfeeed o feTg emar fmfor

g Sl SIGT T Teh 73T qlienT 2
"HTTHT 10 TN o6 ToTU AT Fear A oy o e ST s o forg # sfidterrds et i
T 2 T TS <aT g ‘{{:_f_:.__._-..»
r -
flas
T3 Tt | (TS TT)
18 &L, 2022

Office Tel.: 011-23092870, 23092595, FAX No. : 011-23094896

Bureau of Police Research and Development '}



0@

National Level Webinar on Cyber Security Preparedness for Next 10 Years

e Wfq
3uld Hedl, HILY9. $ Home Secretary
HRA PR

AJAY BHALLA, 1as

Government of India
el s1® / North Block

a3 faeeft / New Delhi

MESSAGE

I'wouldlike to congratulate the entire team of the National Cyber Crime Research and Innovation
Centre, NCR&IC, and the enabling leadership of the Bureau of Police Research and Development
for conducting regular webinars on very crucial subjects with regard to cyber crime prevention and

investigation.

2. The Ministry of Home Affairs, Government of India, has set up the Indian Cyber Crime
Coordination Centre, 14C, under which seven distinct verticals are working towards providing crucial
leads like providing cyber threat intelligence, research based solutions for cyber crime investigation,
cyber crime reporting and capacity building of law enforcement agencies to augment their fight against

cyber crimes.

3. The theme of the Webinar, “Cyber Security Preparedness for Next 10 Years”, clearly indicates
that the NCR&IC is working with a long term perspective to fulfill its mandate in a professional manner.
I urge the law enforcement agencies to make use of the expertise of the NCR&IC and equip themselves
with cutting edge technological abilities to respond to the menace of cyber crime.

/}.wm

(Ajay Bhalla

Place : New Delhi
Dated : 01.03.2022

Bureau of Police Research and Development
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Director General
Bureau of Police Research & Development
Ministry of Home Affairs, Govt. of India
National Highway-8, Mahipalpur,

New Delhi-110037

Tel. : 91-11-26781312 (O)
Fax:91-11-26781315
Email : dg@bprd.nic.in

MESSAGE

The setting up of the National Cyber Crime Research & Innovation Centre (NCR&IC) at the
BPR&D Hgrs. and its branch, the National Cyber Crime Research, Innovation and Capacity Building,
at the CDTI, Hyderabad, has been a major technological milestone in the Cyber Research and
Training capabilities of the BPR&D. The NCR&IC, as part of the umbrella scheme of the Indian Cyber
Crime Coordination Centre (14C), MHA, has been striving continuously to strengthen and augment
the capacity of Law Enforcement Agencies (LEAs) in thier efforts of Cyber Crime prevention and

investigation.

NCR&IC has come up with a plan of hosting a regular series of webinars on different emerging
topics and subjects related to Cyber space. In this sequence, the 3¢ webinar on the theme “Cyber
Security Preparedness for Next 10 Years” was organised on 25th Nov 2021 at BPRD HQs, New Delhi.
More than 170 participants from all States/UTs, CAPFs and CPOs attended.

This webinar is a result of the sincere efforts of Sh. Karuna Sagar, IPS, IG/Director, Modernization,
Brig. Navrattan Joshi, PSO (Electronics), Dr. M M Gosal, SSO (T&T) and Cyber Security Researchers
at the NCR&IC, BPR&D. I record my appreciation for their hard work.

I am sanguine that the proceedings of this webinar will be very useful for our Police Forces.
These should go a long way in stimulating a new dimension in documenting a decadal road map for
Cyber Security Preparedness towards Cyber Crime Prevention and Investigation.

bt

(Balaji Srivast

“Promoting Good Practices and Standards”
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MESSAGE

In a world that is changing fast, we would do well to sometimes pause and reflect. And look
ahead. In our lifetime in recent memory, cyberspace has transformed so dramatically, that the early
memories of its slow and uncertain technology, have faded. The power and vigor of the internet in
transforming the way we live our lives is for all to see. As with all things good, cyberspace, however
as the designated custodians for nurturing and preserving the safety and security of the ambient
environment, the police and security agencies of the country have a central role. With technology
advancing by leaps and bounce, the capability of inimical forces to target internet based applications
has risen dramatically. Apart from the threat from such individuals and cyber criminals, there also
remains the issue of target attacks by enemy countries.

In the backdrop of the emerging environment of potential threat to vital interests of the nation
as well as security concerns of individuals and commercial groups, issues of cyber security have come
to occupy center stage. Engaging with issues of cyber security and conducting an audit of preparedness,

remains an absolute imperative.

I would like to compliment Dr. Karuna Sagar, Director Mod Division of the Bureau, and his
entire team, particularly Brig. Navrattan Joshi, ~ PSO (E), Dr. Manjunath M Gosal, SSO (T) and Cyber
Security Researchers at the National Cyber Research & Innovation Centre (NCR&IC) for publishing
the proceedings of a webinar styled ‘Cyber Security Preparedness for Next 10 Years, conducted on
November 25,2021. The idea is to dissemination of the deliberations of the webinar to the larger police

(Neeraj Sinha)

and security fraternity.

“Promoting Good Practices and Standards”
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B a7 Bureau of Police Research & Development
Ministry of Home Affairs, Govt. of India
National Highway-8, Mahipalpur,
New Delhi-110037

Tel. : 91-11-26782023
91-11-26782030 (F)
Email : igmod@bprd.nic.in

EXECUTIVE SUMMARY

Government of India has rolled out an umbrella Scheme “Indian Cyber Crime Coordination
Centre (14C)” to combat cyber crime in the country, in a coordinated and effective manner. The scheme
has seven components. National Cyber Crime Research and Innovation Centre (NCR&IC) is one of
the seven verticals under the Indian Cyber Crime Coordination Centre (14C) which was allotted to the
Bureau of Police Research and Development (BPR&D) with the aim of detecting various types of Cyber
Crime and preventing them.

Realizing the fact of ever increasing cases of Cyber Crimes and the need to evolve effective
strategies for prevention and investigation of crimes taking place in cyber space, NCR&IC organized
a National level Webinar on “Cyber Security Preparedness for Next 10 Years” from 11 AM to 1:15 PM
on November 25, 2021 at the BPR&D Headquarters, New Delhi. More than 170 Police Officials from
CAPFs, CPOs and Other Police Forces from States/UTs attended the webinar.

The webinar was addressed by eminent subject matter experts coming from three verticals of
Cyber Security R&D endeavors viz. Academia, Industry and Law Enforcement Agencies. This way, the
webinar offered a rich insight to Law Enforcement Officers on the Cyber Security Preparedness from
three different perspectives.

Sh. Neeraj Sinha, ADG, BPR&D opened the meeting with his welcome address wherein he
emphasized on the importance of understating the new challenges cyber space is throwing before law
enforcement agencies and gave examples that how the Cyber Warfare has evolved in a manner in which
one can wreak havoc into the land of adversaries without even dirtying his/her hands.

Sh. Balaji Srivastava, DG, BPR&D delivered his inaugural address. He informed the participants
that NCR&IC is one of the seven verticals of Indian Cyber Crime Coordination Centre (14C)

“Promoting Good Practices and Standards”

Bureau of Police Research and Development
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Scheme. Due to rapidly evolving technology the threat landscape is changing continuously. Artificial
Intelligence (AI), Machine Learning (ML), Internet of Things (IoT), Cloud Technologies and the rise
of cryptocurrency have increased the challenges for investigators. Therefore, it is our responsibility to
upskill ourselves and keep ourselves abreast of every latest progress taking place in the cyber world.

Sh. Venkatesh Murthy K, Director, Data Security Council of India, delivered his talk on “Digital
Forensics: why the Police should care about it. He discussed about the Privacy and Police in a Digital
Forensic context. He also mentioned about the time consuming factors in the digital forensic process
and proposed solutions for speeding up the same. He pointed out the admissibility of the digital forensic

evidence in the court of law and challenges associated with it.

Dr. Manan Suri, Associate Professor, Electrical Engineering, IIT Delhi, delivered his talk on
‘Implication of Hardware and Artificial Intelligence (AI)’ He gave a brief introduction about a research
group viz. Non Volatile Memory and Neuromorphic Research Group is working along with CYRAN
AT Solutions at IIT Delhi. While dealing with the hardware aspect of Cyber Security Dr. Suri went on
explaining how semiconductor devices are vital in powering the entire digital world. Internet of Thing
(IoT), Smart Cities Beyond 5G, Social Media, Healthcare/Genomics, Government Works, Defense,
Security & Space, Retail & Finance and Industry 4.0.

Dr. Balsing Rajput, Ph.D., DCP, Technology and Crime Prevention, Mumbai Police, delivered
his talk on ‘Cyber Security Preparedness for next 10 years: LEA Perspective. During the talk he
discussed about today’s Cyberspace Scenario, Law Enforcement Perspective, technologies shaping the
next decade, emerging Cyber Threat Landscape, Cyber Security Preparedness areas and way forward
for LEAs.

The officials participating in the webinar had got a good opportunity to learn and upgrade their
knowledge in Cyber Security Preparedness for next decade. They actively took part in Q&A sessions
followed by each talk and enriched their awareness. Overall, it was an interactive and informative
webinar about various perspectives for prevention and investigation of new age Cyber Crimes.

o

A

.
ﬁ;"“- =
.
-
-

(Karuna Sagar)

“Promoting Good Practices and Standards”
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WEBINAR AGENDA

WEBINAR THEME:

CYBER SECURITY PREPAREDNESS FOR NEXT 10 YEARS

Mode of Webinar: Online (Cisco WebEx)

Objective of Webinar: To provide an interactive session for Law Enforcement Agencies on emerging
cybercrimes, new techniques and methodologies for investigation, prevention and modern-day

challenges.

Time Sessions

11:00AM-11:05AM

Welcome Address - ADG, BPR&D

11:05AM-11:10AM

Inaugural Address - DG, BPR&D

11:10AM-11:40AM

Session 1:
Sh. Venkatesh Murthy K,
Director, Data Security Council of India

Topic - Digital Forensics - Why the police should care about it !

11:40AM-11:50AM

QerA - Session 1

11:50AM-12:20PM

Session 2:
Dr. Manan Suri,
Associate Professor, IIT Delhi

Topic - Implications of hardware for the future of cyber security

12:20PM-12:30PM

Qe&rA - Session 2

12:30PM-01:00PM

Session 3:

Dr. Balsing Rajput, IPS

DCP, Mumbai Police

Topic - Cyber security preparedness: LEAs perspective

01:00PM-01:10PM

Qé&rA - Session 3

01:10PM-01:15PM

Vote of Thanks - IG (Mod)

Bureau of Police Research and Development
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BPRD

PROCEEDINGS

National Cybercrime Research and Innovation Center (NCR&IC) is a vertical of Indian
Cybercrime Coordination Center, MHA and is situated at Bureau of Police Research & Development,
New Delhi.

In order to provide a platform where LEAs from across the country can learn about emerging
cyber security and cyber crime challenges from top cyber security experts, NCR&IC has decided to
organise a series of monthly webinars.

The third webinar on the theme "Cyber Security Preparedness for Next 10 Years” was organised
on 25th Nov 2021 at BPRD HQs, New Delhi through WebEx. More than 170 participants from All
States/UTs, CAPFs and CPOs attended the webinar.

Following are three esteemed speakers one each from LEAs, industry and academia who
delivered their talk:

1. Sh. Venkatesh Murthy K,
Director, Data Security Council of India

2. Dr. Manan Suri,
Associate Professor, IIT Delhi

3. Dr. Balsing Rajput, IPS
DCP, Mumbeai Police

Dr. Karuna Sagar, IG/Director (Mod), BPR&D welcomed Sh. Balaji Srivastava, DG, BPR&D,
Sh. Neeraj Sinha, ADG, BPR&D at the event.

ADG, BPR&D delivered his welcome address by welcoming all the participant and the
distinguished speakers. He expressed his compliments to the NCR&IC team, Modernisation Division
and DIG (Mod) for organizing webinar on important topics of cyber security and cyber crime. He
informed that as the rapid advancement and development are taking place in cyberspace so are the
adversaries upgrading their modus operandi in committing cybercrimes. He emphasized on the
importance of understanding the new challenges cyber space is throwing before law enforcement
agencies and gave examples that how the cyber warfare has evolved in a manner in which one can

Bureau of Police Research and Development
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wreak havoc into the land of adversaries without even dirtying his/her hands. ADG, BPR&D urged
all the participants to learn the new ideas and wisdom from the distinguished speakers present in the

webinar.
Sh. Balaji Srivastava, DG, BPR&D delivered his inaugural address.

He informed the participants that NCR&IC is one of the seven verticals of Indian Cyber Crime
Coordination Center (I4C) Scheme and it has got three mandates and they are as follows:

a. Identify cyber security challenges and provide research based solutions
b. Work for the capacity building of LEAs

C. To disseminate knowledge and experiences of LEAs and other stakeholders in the area

of cyber security

He mentioned that in order to provide the advanced technological solutions to LEAs to augment
their fight against cyber crime, NCR&IC has initiated several R&D projects in partnership with the
country’s premier research institutions. These ongoing projects are expected to provide research based
solutions employing cutting edge technology for LEAs.

He said that due to rapidly evolving technology the threat landscape is changing continuously.
Artificial Intelligence (AI), Machine Learning (ML), Internet of Things (IoT), Cloud Technologies
and the rise of cryptocurrency have increased the challenges for investigators. Therefore, it is our
responsibility to upskill ourselves and keep ourselves abreast of every latest progress taking place in the
cyber world.

While explaining the objective of the webinar he said that the theme of todays’ webinar is “Cyber
Security Preparedness for Next 10 years” The objective of the Webinar is to provide an interactive
session for Law Enforcement Agencies on emerging cyber crimes, new techniques and methodologies

for investigation, prevention and modern-day challenges.

DG, BPR&D urged the participants of the webinar to actively interact with BPR&D to utilize
the potential of NCR&IC and even render useful feedback to further align their functioning to meet
the requirements of LEA.

Brig. Navrattan Joshi, Principal Scientific Officer, BPR&D and Dr. Sarabjit Kaur, NCR&IC
Professional moderated the programme.

Bureau of Police Research and Development



Topic: Digital Forensics Why the police should care about it

Venkatesh Murthy K (Director)
Data Security Council of India, India

Mr. Venkatesh Murthy discussed Privacy and police in a digital forensic context.

« Reasonable expectation of privacy

o Data that may not be relevant to the case may be perused by police during the course of
investigation

» Focussed queries while analysing digital media

« Satisfy OECD principles: OECD principles:

« Collection limitation, Data quality, Purpose specification, Use limitation, Security safeguards,
Openness, Individual participation and Accountability

He suggested few points for the investigation officers as follows:

 Should not perform a significant number of additional tasks that would invade the privacy of
a third party.

» Limit data related to parties who are not under investigation.

« Record accidental and intention accesses of private data that is not relevant to the investigation
He discussed about the time consuming factors in the digital forensic process.

Can courts give warrant to inspect only a certain portion of the Hard Disk ?? Even if the police know
specific information about the files they seek, the data may be :

« Encrypted,

o Mis-labelled,

 Stored in hidden directories, or

o Deleted - unallocated

Bureau of Police Research and Development
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Nowadays, IP address based investigation is a challenging task. It is very difficult to identify the culprit
behind the crime scene.

He also discussed about the limitation of forensic such as:

« Live acquisition of hard disk- there would be changes in the hard disk by the time acquisition

is completed

 Isaphone acquisition forensically sound ? NO

« Two different acquisitions of same cell phone - Acquisitions don’t match

+ A cell phone when switched ON, changes its state instantaneously
Then, he pointed out the admissibility of the digital forensic evidence in the court of law as per his
discussion evidence should be Lawfully collected, Relevant to the case Authentic and reliable. In case

of encrypted hard disk Imaging the hard drive would result in a forensic copy of the encrypted data.
Powering off the computer with whole disk encryption will make it useless

He briefly mentioned about the new data sources such as:

o IP-based closed-circuit televisions (CCTVs)

» Internet of Things (IoT) devices (e.g., temperature sensors),

« Autonomous vehicles,

« Data on cloud- OneDrive, Dropbox, Egnyte

o+ Self-hosted cloud storage
Healso raised an important issue pertaining to data wiping technology which causes the data disruption.
Investigation officers must be careful at the crime scene. Don't Pull the plug of the computer system
otherwise:

» Encryption programs, pulling the plug may result in having nothing to examine.

o Trojan horse defense

» Loss of exculpatory evidence
Evidence is dynamic in nature and the suspect may result in Introduction of an Error. Suspect knows
how to hide by:

« Disrupt forensic techniques by using counter methods

« Errors can also be introduced during the examination and interpretation of digital evidence.
for example, misreading 03:13 A.M. as 3:13 PM.,, results in the wrong records being retrieved,

implicating the wrong individual.

Bureau of Police Research and Development
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Knowledge and expertise in handling the evidence determine the evidence quality and importance in
court, which affects the jurors’ decision. If any procedure was conducted incorrectly, then the evidence
might become inadmissible in court. The Challenge in the digital forensic domain is : forensic tools are

cost & availability.

Tools have an important role in the forensic investigation process. But, Digital Forensics isn’t about just
using tools. An investigator is expected to have a deep understanding of the underlying technology he/
she is dealing with.

Followings are the Types of Digital Forensics tools:

« Proprietary

e Open Source
o Free

« YOUROWN

He mentioned that, Investigator must have a Sterile hard disk for creating a forensic copy and avoid
using the same HDD for different cases.

He has discussed about following Digital Forensics concern areas the Law enforcement agencies must
be focused on:

« Case handling

+ Investigatory budgets

o Staffing

 Training and education

 Lab setup and tool availability

 Analysis procedures

« Interpretation of results

« Reporting
He then discussed the ISO for the digital forensic domain. Guidelines for Identification, collection,

acquisition and preservation of digital evidence ISO 27037. Government should focus on Strategy to
build DF capability in LEA.

In case of Survey/triage forensic inspection, Targeted review of all available media to determine which
items contain the most useful evidence and require additional processing.

o Preliminary forensic examination: Forensic examination of items identified during survey/
triage as containing the most useful evidence, with the goal of quickly providing investigators

Bureau of Police Research and Development
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with information that will aid them in conducting interviews and developing leads.

In-depth forensic examination: Comprehensive forensic examination of items that require
more extensive investigation to gain a more complete understanding of the offense and address
specific questions.

He suggested that, there are many resources for the LEA'S pertaining to digital forensic investigation so

the cyber forensic practitioner can learn the new technology such as

International Organization on Computer Evidence- I.O.C.E

Created in 1995

Act as a forum to collaborate and exchange information about Cybercrimes and Digital
Forensics.

Attributes:
» Consistency with all legal systems.
»  Allowance for the use of a common language

»  Ability to instill confidence in the integrity of evidence

G8 High-Tech Crime Subcommittee

Formed in 1997 by G8 states (France, Germany, Italy, the UK, Japan, the US, Canada, & Russia).

Goal: “ to ensure that law enforcement agencies can quickly respond to serious cyber-threats

and incidents”.

Document: Principles on Transborder Access to stored Computer Data-Data Principles on
Accessing Data stored in a foreign state.

Preservation of stored data in a computer system
Expedited Mutual Legal Assistance

Transborder access to stored data not requiring legal assistance

Bureau of Police Research and Development
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SWGDE - Scientific Working Group on Digital Evidence

Started in 1998.
The SWGDE works as the US-based representation for IOCE efforts.

SWGDE is composed of members from: Government, Legal community, Private industry, and

academia

The International Association of Computer Investigative Specialists- IACIS

Started in 1989

Non-profit, volunteer organization wholly dedicated to training, certifying and providing
membership services to computer forensic professionals around the world.

The IACIS Certification Program consists of : ¢« BCFE « WFE « MDF

Digital Investigation Process methods « Mark Pollitt « U.S. Department of Justice « Palmer o
Carrier and spafford

Education, Training, and Awareness « General Awareness « Basic Training « Formal Education
« Professional Certifications and Accreditations « Specializations

He mentioned that, government should more focus on the Education, Training, and Awareness at user

level, they have suggested the training schema as below:

General Awareness
Basic Training

Formal Education

Bureau of Police Research and Development
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o Professional Certifications and Accreditations

» Specializations
Educational Roadmap pertaining to Technical Knowledge for LEA’s as mentioned below:

« Introductory

« Investigation principles

» Evidence management

« Computer systems basics
« Operating systems

o File systems

« Networking protocols
Further, he suggested many domains for basic level intermediate levels and advanced level.
Topics for Intermediate levels as follows:

« Cryptography

« Mobile devices

+ Incident response

+ Cloud & network forensics
Topics for advance levels as follows:

« Systems development- knowledge about the systems development lifecycle (SDLC) etc.
 Security architecture- to know how and where the implementation of administrative, technical,

and physical security control can create greater capabilities for digital forensics

Apart from the technical training he also pointed on the non technical training for doing the work
efficiently at the workplace such as:

o Time management

« Analytical skill

o Technical writing

« Communication skills

o Critical thinking

 Interrogation skills

+ Interpersonal skills

o Leadership

10 Bureau of Police Research and Development
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« Project management
 Conflict resolution

o Budget management

» Resource management
« Strategic mindset

NSDC (National skill development corporation) also offers the certification course for the forensic
practitioner which is known as “Forensic specialist”.

Apart from that, forensic practitioners also should enroll in the vendor specific certificate to enhance
and enrich their forensic skill set and these are paid certificates, such as:

o Encase Certified Examiner

o Paraben Certified Examiner

» Access Data Certified Examiner
He suggested the vendor neutral certificate for the digital forensic practitioner in the LEA, such as:

o SANS- GIAC

« IACIS

o Access data Certified Examiner
« High Tech Crime Network

During the talk, he also suggested that many Conferences, Blogs, Forums, Podcasts are there for
Forensic practitioners and they must participate for knowledge sharing and knowledge enhancement.

He enlightened on topics related to ethics & professional conduct that are important for the forensic
practitioner.

o Fact-1: Digital forensic practitioners possess specialized and unique knowledge which if not
governed properly, have the potential for misuse.

 Fact-2: Your team may encounter a situation that puts them in a difficult position, challenging
their ethics and conduct.

Create an approach to Recognize, Classify & Manage the issues within boundaries and obligations as a
professional. He suggested international ethics and conduct for the same.

Bureau of Police Research and Development 1
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Code of Ethics and Standardf '5fAProfesslonaI Conduct

! Gomm of Phves ot Baoniew's of Prvensend Cortue

Excalonce - Wntagrity - Objestiviny

Pages

TN EFCR hmevad (Dadovins

Ethics in Digital Forensics- IACIS

International Association of Computer Investigative Specialists

I AC[ S N {,\ IACIS Code of Ethics and Professional Conduct

TFs i A'!:cg;:(:;:: y 4 Effective: November 23, 2019
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The International Society of Forensic Computer Examiners®

Code of Ethics and Professional Responsibility

Mr. Venkatesh Murthy’s talk ended with a brief session of open Q&A.
Reference:

o https://www.iacis.com/training/basic-computer-forensics-examiner/
 http://www.digitalrecordsforensics.org/drf_links.cfm?cat=org

« https://www.swgde.org/home

« Digital Forensics and Investigations by Jason Sachowski, CRC Press

o https://onlinelibrary.wiley.com/doi/epdf/10.1002/spy2.123

Bureau of Police Research and Development 13
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Topic: Implications of Hardware and Artificial Intelligence (Al)

Dr Manan Suri

Associate Professor, Electrical Engineering, IIT Delhi

Dr. Suri started his discussion on the given topic under following outline/aspect:
1 Brief Introduction
1 Aspect 1: Cyber Security Implications from Hardware Side
1 Aspect 2: Cyber Security Implications from AI Side

He gave a brief introduction about a research group viz. Nov Volatile Memory and Neuromorphic
Research Group is working along with CYRAN AI Solutions at IIT Delhi.

Research group was formed in 2014 and subsequently the CYRAN startup was founded in 2018 with a
strength of 25+ researchers.

CYRAN stands for Cyber Raksha + Artificial Intellignce (AI) + Nanoelectronics.
CYRAN works under following areas:

1. Cyber - Physical Security Hardware Solutions
a) Hardware Crypto Primitives
b) Storage Security
) Hardware Forensics
2. AT Hardware-Software Edge Solutions
a) Authentic/Biometric - AI
b) Geo Al

Bureau of Police Research and Development
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c) Industry 4.0 AI

d) Educational Technology (EdTech) Al
While dealing with the hardware aspect of cyber security Dr Suri went on explaining how semiconductor
devices are vital in powering the entire digital world. Internet of Things (IoT), Smart Cities Beyond 5G,

Social Media, Healthcare/Genomics, Government works, Defence, Security & Space, Retail & Finance
and Industry 4.0.

Since the hardware aspect is the common vulnerability threat in the entire cyber world, Cyber security
has got coupled to cyber physical security in the modern age.

For the next 10 years following areas will be of critical concern:

1 Security (Cyber/Physical)
1 Beyond 5G Communication
1 Artificial Intelligence and Analytics
1 Sustainability and Smart Cities
1 Quantum Computing, post-quantum crypto
1 Healthcare sector
Dr. Suri emphasized on the importance of hardware in cyber security by saying that “we are fooling

ourselves if we believe that we can do any meaningful security in the above areas without paying
attention to semiconductor/hardware”.

While discussing the commerce of the hardware industry, Dr. Suri showed Ministry of Commerce data
which indicates that 2014 onwards India imports more electronic goods than gold.

Bureau of Police Research and Development 15



Worldwide Semiconductor Revenue

Woriduide Semiconductor Revenies USD 475+ billion: 2018
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M. Suri, IIT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.

Worldwide semiconductor revenue in 2018 was more than USD 475 billion and it went up to rise
further making a month on month revenue close to USD 34.9 billion in March 2020.

While setting up the perspective of security threat posed by the vulnerabilities found in hardware,
Dr Suri gave the example of threatberg. Threatberg is similar to iceberg in our common parlance. He
explained that conventionally huge focus is given on software, application and network security which
is actually just a tip of the iceberg and the real problem of cyber security lies with hardware.

Perspective

App, SW, Network etc...

M. Suri, IIT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.
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He explained that hardware plays not just tactical threats for LEAs but also the strategic threats.
Hardware originally plays a long term threat for the country as well as the LEAs.

Dr Suri further explained that how each layer involved in producing a final electronic product is
important for everyone to understand so that possible threats at each layer can be properly realized for
the LEAs to take necessary actions.

Cyber Security is incomplete without looking at all Layers

—
7y
o X —
: - .' | Al
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ey ] | Cisvgdig

b

* Important to differentiate between layers & possible threat vectors at each layer

(* names/logos used in this presentation are only for representative purpose, no specific meaning/interpretation is intended for any logo by author)

M. Suri, [IT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.

While looking at the above diagram, one can understand that a lot of focus is given on the security
provided by the product company whereas the entire supply chain layer working behind the product
company is largely overlooked. It is very important for LEAs to understand and differentiate between
layers and possible threat vectors at each layer. Most of the time the vulnerabilities existing at the supply
chain stage go undetected.

When we look at the hardware capacity worldwide, USA, Europe, Korea, Japan, Taiwan, Singapore and
China are the leading hardware suppliers.

Moving forward, while discussing the security aspects of hardware, Dr Suri informed the audience that
the US, Russia, China, EU, UK, Israel, Japan, Singapore, South Korea and Taiwan are world’s strong
nations with respect to core semi-hardware or semiconductor capability.

India’s future cyber security matrix will be incomplete without hardware capacity.

While listing out the cyber security hardware threats, the professor listed out following threats/
vulnerabilities:

Bureau of Police Research and Development
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a. Backdoors
b. Trojans
C. Side-channel
d. Kill Switches
Counterfeit Integrated Chips
f. Compromise of supply chain

Dr. Suri also touched upon the fact that semiconductor capabilities are the reason behind a lot of
geopolitical activities happening across the globe and the trade war between US and China.

Security Aspects

1. Strong Nations
US, Russia, China, EU, UK, Israel, Japan, Singapore, South Korea, Taiwan
All nations in this list have core semi-HW capability

India’s future cyber security matrix will be incomplete w/o HW capacity

2. Cyber-Security Hardware Threats
Backdoors, Trojans, Side-channel, kill switches, counterfeit ICs, compromise of supply-chain

3. For many US China Trade-war was actually a Semiconductor war

Hardware Oriented Actions !

¢ US: $ 22 bn - June 2020 for domestic semiconductor manufacturing industry

¢ $12.8 bn deal with TSMC - condition stop taking orders from a particular Chinese firm
« Block international Fab tool companies from providing critical tools to China

« Block shipments to 3rd party users

M. Suri, [IT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.

Zero Trust is the modern cyber security model which talks about trusting no one in the cyber ecosystem.
Dr. Suri explained the audience about zero security model as follows:

What is the most complex pillar of zero trust?

a Trust no one & nothing
b. There is no trust zone

c. There is no safe zone

d. Identity is instantaneous

18 Bureau of Police Research and Development
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What is the most complex pillar of zero trust ?

Trust no one & nothing !
There is no trust zone !
There is no safe zone'!

. Identity is instantaneous !
m N Devices — Hardware! — Physical Infra

Semiconductor - Electronics

pPonp

e Capital
* Expertise
¢ Impact

LI - e

hitps:/ussnw.hkmei.comizero-trust-security-model/

M. Suri, IIT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 1
Zero Trust security model has several layers such as Zero Trust devices, Zero trust data, zero trust
networks, zero trust workload and zero trust people.

The Zero Trust Devices is a very crucial segment of zero trust security which is directly related to

device hardware meaning semiconductors.

Developing semiconductor capabilities is a capital and expertise intensive area. Semiconductor industry
has a very long Design, Testing and Delivery life cycle by the time it reaches the shape of a final product.

Dr. Suri emphasised on the estimates that in near future the hardware will have more and more threat

domains.

Hardware Layer Threats to Zero Trust Model

In the time to come domain of threat will be more & more in Hardware

Backdoors & . '
Teofans Untrusted Foundry Counturdest ICy Physical Attack
B e — TEETETEN ST
.- —— T
=z - -.( I"f" &
Side<hannel Fault Injaction favorse Enmn(mmg Fake Parts

. v ——— 4=

Source: Mark M. Tehranipoor, Hardware Root-of-Trust for Cyber Security

M. Suri, IIT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.
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Dr. Suri also explained a few case studies to highlight the seriousness posed by the hardware aspect of
cyber security.

Case Study — A: Compromise of supply chain

Malicious chips on motherboards inserted during manufacturing

m > 70% of semiconductors pass through Taiwan/China during production - concern in
Washington, when you factor in China’s policy on Taiwan’s sovereignty

ﬂn-:n! l!-n‘mr Serrtconducdre lll . L‘wlqud\ Glebal hm .. .

R g g5 e s e ey For critical security
global supply chain
can be a challenge

M. Suri, [IT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.

Few media reports suggest that malicious chips were inserted on motherboards during manufacturing.
More than 70 percent of semiconductors pass through Taiwan and China. Therefore, the global supply
chain can always be a challenge for critical infrastructure security.

Case Study — B: Rare Earth — 3/5 Elements

Guidance & Control Systems Electronic Warfare

-
[ T Ty ——
mamaa

One country tries to systematically capture > 90% global sources/mines of 3-5 elements

M. Suri, [IT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.
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The rare earth elements used for semiconductor manufacturing are also controlled by only a few
countries.

The semiconductor is vital in nearly all strategic areas like Guidance and Control Systems, Electronic

Warfare, Targeting and Weapon Systems and Communication.
The next case study discussed by Dr Suri is pertaining to Data Forensics and Storage Vulnerabilities.

Case Study - C: Data Forensics & Storage Vulnerabilities Security

. System
Physics Complexity

Charge Based = Abstraction Layers

Storage
Concept Flash Deletion g\ - 0_5" Host

Vulnerabilities

Performancé
* Speed = Backdoors

: o - Side Channe
* Retention i n
* Endurance * Redundant Cells,

Investigation of Data Deletion Vulnerabilities in NAND Flash Memory Based Storage
Suri et. al., arXiv preprint arXiv:2001.07424

M. Suri, [IT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.

System complexity, physics involved in manufacturing, performance related issues and intentional
vulnerabilities are some of the flash drive deletion vulnerabilities. Digital forensics is largely related to
data acquisition and data recovery which again falls back on flash drive deletion vulnerabilities.

In order to make sure that the right hardware is put in place, we need to build our capabilities in
detection of hardware vulnerabilities. We need to understand that there are several ways to inject the
vulnerabilities in hardware which go undetected by software scanning tools. Hardware vulnerabilities

can be detected only through hardware.

Bureau of Police Research and Development
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Security Vulnerabilities of Commercial Storage - 3

Cross Sectional Image of

commercial NOR Flash AFM image Showing Charge
media

F. Courbon, S. Skorobogatov, and C. Woods, “Direct charge
measurement in floating gate transistors of flash eeprom using
scanning electron microscopy,” in Proc. ISTFA, 2016, pp. 1-6.

J M. Suri, [IT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.

Dr. Suri introduced some of the important work being done by IIT Delhi in the areas of hardware
security. IIT Delhi is working on the Institute of Eminence Project on Secure Semiconductors and
Nano hardware for critical Infrastructure. This project deals with following segments of research and

development:

Semiconductor PUFs (physically unclonable functions)

a
b. Hardware RNGs/PRNGs/Key Seeds

C. Accelerated Crypto Engines
d. Storage Security Forensics, Recovery, Defend
e. Vulnerability Assessment Side channel/Fault Injection Attacks

These projects will have extensive use cases for LEAs in coming years.

29 Bureau of Police Research and Development
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Some of our on-going Hardware Security Research

IoE Project — Secure Semiconductors & Nano Hardware for Critical Infra — IIT-Delhi

1. Semiconductor PUFs (physically unclonable functions)

2. Hardware RNGs/PRNGs/Key Seeds

3. Accelerated Crypto Engines h @ @
El

4. Storage Security = Forensics, Recovery, Defend -

5. Vulnerability Assessment = Side channel/Fault Injection Attacks

M. Suri, IIT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.

Some of our on-going Hardware Security Research

Concept: Exploiting Physics & Nature for crypto = stochasticity, non-idealities for PUF/ Seed/RNG/TRNG/PRNG

i i Conned to host ©  FPGA evaluation board
W - Tt
= v Folri e il | 8 rir R e 4
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Switching speed

Novelty:  World’s first PUF/RNG extraction from Commodity NVM chips
Impact: 1 patent, 7 papers, 2 product under-development (Industry + Govt. Lab), Tech. Indigenization Project on-going

Methodology for secure hardware key generation

Publications:

1.S. Chakraborty, A. Garg, and M. Suri, "True Random Number Generation from Commodity NVM Chips", IEEE Transactions on Electron Devices, Vol. 67, No. 3, pp. 888-894, March (2020).

2.A. Garg, S. Chakraborty, M. Malik, D. Kumar, S. Singh, and M. Suri, of Data Deletion in NAND Flash Memory Based Storage", arXiv:2001.07424, Jan, (2020).
3.5. Sahay, and M. Suri, "Recent Trends in Hardware Security Exploiting Hybrid CMOS-Resistive Memory Circuits", I0P Semiconductor Science and Technology, Vol. 32, no. 12, pp. 123001, October (2017).
4.5. Sahay, A. Kumar, V. Parmar, and M. Suri, "OxRAM RNG Circuits Exploiting Multiple L Nanoscale , IEEE T Vol.16, no.4, pp. 560-566, July (2017).

5.M. Suri and S. Chakraborty, "High-Quality PUF Extraction from Commercial RRAM using Switching-Time Variability", IEEE International Memory Workshop (IMW), (2018).

6. A. Kumar, S. Sahay, and M. Suri, "Switching-Time Dependent PUF Using STT-MRAM", IEEE VLSI-D, January, (2018).

7.A. Kumar,S. Sadana, A. Sharma, Pratiksha, A. Singh, A. Chawla, D. Sehgal, H. S. Jatana, U. Ganguly, S. Chatterjee and M. Suri "Verilog-A SPICE Model of PECVD Si02 OTP Memory Device” IEEE International
Conference on Modeling of Systems Circuits and Devices (MOS-AK), 2019.

M. Suri, IIT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.

Dr. Suri also explained about the adversarial challenges thrown away by Artificial Intelligence.
Adversarial Al is a big security concern.

Bureau of Police Research and Development 23
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Adversarial Al — Security Concern

What is Adversarial Al ?

/

Poisoned
Deep Data/

Fakes/ Contaminated
Synthetic Data

Data

* Origin — 2 sides of the same coin — Tech — original intent maybe was good

+ Deepfake — shortage of Data for Al Training

« Data Poison —robustness to Variation

J M. Suri, [IT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.

Deepfake audio, video and images are a cause of great concern for LEAs. It is a sophisticated form of
Al technique through which two or more different videos/audios can be merged to give a malicious
connotation to some incidents, personalities or news.

Adversarial Al — Deep Fake

1. GANSs — special class of Deep neural nets
2. Resource hungry — require more compute power, more train data...

Example visit website — thispersondoesnotexist.com

[£1/® ¢ @ el

M. Suri, [IT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.

In order to fight the menace of deepfake and other challenges posed by Adversarial Al, the LEAs need
more and more hardware capabilities to train their detection models.

Bureau of Police Research and Development
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Adversarial Al — Data Poison Attacks

Subtly modify an original image/scene in such a way that the changes are almost undetectable to the human eye

Modified image will either be misclassified by Al or mis-detected by Al

Cyber
attack on
ADAS,
drones?

M. Suri, [IT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.

Another form of Adversarial Al challenge is Data Poison Attacks through which original images can be

changed in such a way that the changes go undetected by human eyes. Such things are rampantly used
to generate fake news in social media and other internet platforms.

On-going work & solutions by our Startup
Closed-loop edge systems offer security

Multi-modal data fusion systems offer enhanced security

Data checks/auditing for contamination/poisoning
Adversary Aware Training

M. Suri, et. al, "Neuromorphic Hardware Accelerated Adaptive Authentication
System", IEEE, SSCI, December, (2015).

Edge-Al, Biometrics - FR

M. Suri, "Low Power Neuromorphic Hardware Based Multi-modal Authentication

—‘ System", IEEE ICECS, December, (2017).

Secure Edge — No Cloud — No external data
movement Airgap Al

M. Suri, [IT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.

The startup founded by Dr. Manan Suri is working in the areas of closed-loop edge systems, multi modal

data fusion systems to offer enhanced security, Data checks/auditing for contamination/poisoning and
Adversary Aware Training.

Bureau of Police Research and Development
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Conclusion
1. Hardware is the bed rock of cyber-security & overall security in general
Importance of hardware will increase even more in the time to come

Both Hardware & Al will open new security opportunities & challenges for LEAs in next 10 years

o owoDN

At many junctions Al-Security aspects and Hardware-Security will cross over each other get
intermingled

5. Al & Hardware Security as of today needs an R&D approach (hit & trial) not a product
deployment approach

6. BPRD - has “R&D” in its name = probably the best LEA to take risks in exploratory domains

M. Suri, IIT-Delhi, Nov 2021, BPRD: Webinar- Cyber Sec for next 10 yrs.

Dr. Suri’s talk ended with a brief session of open Q&A.
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Topic: Cyber Security Preparedness for next 10 years: LEA Perspective

Dr Balsing Rajput
Ph.D., DCP, Technology and Crime Prevention, Mumbai Police

Dr. Balsing Rajput started his discussion on the given topic under following outline/aspect:

« Todays Cyberspace Scenario

o Law Enforcement Perspective

« Technologies shaping the next decade
« Emerging Cyber Threat Landscape

o Preparedness areas of LEA

» Preparedness : Way forward
He discussed about various points related to today’s Technology Scenario in brief, including:

« Everything on cloud, whether it is in local or abroad domain

o IoT is everywhere

o Aland ML are running systems

» Convergence of platforms due to Mobile Technology

o OTT and Online service providers are there in every sector

« Encryption in Communication and data transfer

« Ultimately all these technologies are used by perpetrators to commit crime
He proposed various dimensions of Law Enforcement Preparedness Perspective like, Crime : Prevention
and Investigation, Security and Safety of life and property of citizens, Protection of National Critical

Infrastructure, Intelligence collection, Surveillance for security and crime prevention, Law and Order
maintenance and Anti-Terror Activities.

Bureau of Police Research and Development 27
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Crime : Prevention

and Investigation

Security and Safety

Protection of
National Critical
Infrastructure

of life and
property of
citizens

Surveillance for

security and crime

Law and Order
maintenance

prevention

Intelligence
collection

Anti-Terror
Activities

He also discussed about various technologies that will shape the next decade, i.e. Artificial intelligence

(AI) and machine learning, The Internet of Things (IoT), Wearables and Augmented devices, Big Data

and real time analytics, Intelligent spaces, Homes, smart cities, Blockchains and cryptocurrencies,

Cloud and edge computing Augmented reality and social media, Cell Phones: Ubiquitous, Autonomous

vehicles, 5G Network, Drones and unmanned aerial vehicles, Quantum computing, Robotic process

automation, 3D and 4D printing and additive manufacturing, Medical/Healthcare automation,

Industry 4.0 etc.

Further, Dr. Rajput mentioned Emerging Cyber Threat Landscape as shown in the Figure below:

Cell Phones:

Best Target

Data leaks
from cloud

Attacks using UAV
and drones

State-Sponsored
Cyber Warfare

Cyber-physical

Attacks Deepfakes

Advanced
Phishing

The Rise of
Cyber Militias

Societal Perception
Building : Social
media : crimes

Autonomous
vehicles

Workforce
Displacement:
Turning to crime

Targeted
Ransomware
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Dr. Rajput suggested following Preparedness Areas in order to deal with Emerging Cyber Threat
Landscape:

Institutional/organization developments
Legal and compliance frameworks
Technology development

Processes and techniques

Cooperation and information sharing
Research and innovation

Human resource development

Capacity building and adaptation
Operational Technology

Anti Terror Measures

Cyber Espionage and intelligence

Institutional / :

. Legal and compliance
organization AlA frameworks
developments

Cooperation and @ Research and
information sharing innovation
Operational .

P Anti Terror Measures
Technology

-

Technology s 3
development o
Human resource L3-¥

development

Cyber Espionage and
intelligence

Processes and
techniques

Capacity building and
adaptation

The Model for Preparedness Adoption should be Integrated, Automated, Collaborative mechanism,

Integrated, Mature and Resilient.

He discussed about the Holistic and Integrated Approach as shown in the Figure below:
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Crime
perspective

) National
Cvber/ d Security
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Threat/incidence | — |
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Cyber threalt/ incidence :Holistic Approach, Steps and Perspectives
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The following AIM -Achieving Resilience Framework is discussed during the talk.

Framework Model

Cyber Resilience Framework
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Strategies and Policies which needs in place are:

« Asset management

« Vulnerability Management
o Threat management

« Incident management

« Continuity management

« Crisis management

 Disaster management
Preparedness for the Organizational and Operational Structure Developed is based on following points:

Cyber Coordinator

Cyber Division Cyber Crime — [4C-NCCRP
NCCC

Cyber Incidents — CERT

Regional and sectoral CERT

Critical Infra- NCIIPC

State police Nodal : co-ordination

Police Stations at field level

The new Organizational Framework need to build as follows:

Data Centre of
Repositories Cyber
for data Excellences at
Collaborations each state

Offices of
Cyber Security
officers and
staff each
organization

Offices of
Data
Protection
officers
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Preparedness for Technology development includes following points:

Digitization of Police operations

Enterprise Resource Solutions for Police (ERP)
Mobile Policing for Faster Response

Fusion Centers : predictive policing

Analysis Laboratories in each district

Anti Drone Solutions

Preparedness for Legal and Compliance frameworks includes following points:

Data Protection Laws

Cyber Security Law

Amendments in IT Act

Autonomous Vehicles and UAV

Al and Robots : legal Framework

Cryptocurrency legal framework

Preparedness for Processes and Techniques includes:

SOP for Cyber Crime and
future Crimes

Forensic and investigation
processes for new tech

Standardization and
setting Norms

Preparedness for Cooperation and information sharing includes:
1. Collaboration Portal:

o Integrated portal for data sharing within LEA and state

32 Bureau of Police Research and Development
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« Help and coordinated ops

» Accused info and support during ops
2. Platform for information Fetching from Intermediaries:

+ Integrated portal for all LEA to call from intermediaries
« All notices and data requests to flow through this
« Can follow data queries and responses of Intermediaries and service providers

Finally, Dr. Rajput mentioned the ‘SMART’ Policing will be the way forward for the Cyber Security
Preparedness for next decade. The word ‘SMART” includes:

S for strict but M for modern and A for alert and
sensitive, mobile, accountable,

T for techno-savvy
R for reliable and and trained",
responsive

Dr. Balsing Rajput’s talk ended with a brief session of open Q&A.
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