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Executive Summary

Data Acquisition Systems impact a wide range of activities of day-to-
day life.  These Systems are widely used today in home automation 

of other time-critical applications. Installation of Data Acquisition 

Things” have led to the development of many applications. 

judges/ prosecutors and improving cyber forensics facilities etc. 
to prevent cyber crime and expedite investigations. States/UTs are 

prosecution of crimes through their law enforcement machinery. The Law Enforcement Agencies 

of computer system images from a crime scene. The step by step guide provided for the acquisition 

preparedness in handling the acquisition process of a computer system with various scenarios.
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1. Introduction

Dependence on the internet has increased manifold in the last decade and is increasing exponentially 

reported as typical Cyber Crime cases. 

Digital forensic science is a branch of forensic science that focuses on the recovery and investigation 

as a synonym for computer forensics.1

Data acquisition in many of the cases is one of the major challenges where LEAs face many challenges 

passwords or encryption.

physical collection of a computer system is not feasible.

process so that The First Responder2

data acquisition.      

% increased dramatically in the year 2019 as compared to previous years. It is anticipated that such 
crimes will become epidemic unless they are effectively and promptly dealt with and the perpetrators 
are convicted and punished.

The National Cyber Crime Research and Innovation Center (NCR&IC) under the I4C scheme 
Bureau of Police Research and Development (BPR&D) has compiled 

“First Responder Handbook - Computer System Acquisition” to provide a 
comprehensive Best Practice to Investigation Team to deal more effectively with the cyber-crime 
cases where the computer system is under study. The step-by-step approach towards such cases 
would help LEAs build effective and foolproof cases against culprits leading to the conviction.
1  https://www.eccouncil.org/what-is-digital-forensics/

address it.W

to address it. 
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2. Collection of Computer System

2.1 Preparation stage 

The process of collecting digital evidence has both technical and judicial effects and should be viewed 

available voluntarily or acquire through searches of premises.

digital evidence.

Digital evidence especially related to crime are to be collected immediately as early as possible 

in collection and preservation of digital evidence will result in unavailability or deterioration of 
valuable evidences. So ultimate care and diligence should be used for collection of digital evidences 
so that all available evidences are collected and the victim does not suffer any miscarriage of justice.3

(Premises).

in optical or magnetic media produced by a computer (hereinafter referred to as the computer output) 

any fact stated therein of which direct evidence would be admissible.

The conditions referred to in sub-section (1) in respect of a computer output are mentioned in The 
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Figure 1: Indicative Tools & Material Used at Scene of Crime

List of things to be carried by the Investigation Team at the Crime Scene:

Cameras (photo and video)

Cardboard boxes

Notepads

Evidence tape

Paper evidence bags

Crime scene tape

Antistatic bags

Nonmagnetic tools

Crime scene personnel

Consent/search forms

Crime scene barricade tape

Flashlight and extra batteries
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Paper bags

Evidence seals/tape

Labels / Scales for Photography

Physical Evidence collection containers 

Extension cords

 
 etc.

 

IO & Police station seal & stamp & wax

 

 
 analysis of data.
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Figure 2: Evidence Duplicators & Extractors

 media)

2.2 Activities at the crime scene  

to the scene. It is prudent to prevent the suspect from deleting/wiping/destroying data at the time 

evidence.
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the process.

2.3 System Acquisition  

to help them correctly perform the system acquisition. 

2.3.1 Windows System 

Scenario 1 - Computer system with powered On stage

 

Flowchart 1: Detailed process for system acquisition – Powered ON Stage.
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Note – 

 

b.)  FTK Imager – FTK imager is the free software/ application. FTK imager helps in various 

Registry Extraction etc.

application.

code that hides the actual information.

most other encryption programs because it uses Win

Oracle virtual box and Hypervisor. 

Virtual Box virtual machines.

system and the other is for data storage. The Investigation Team must carefully verify all the 

j.)  Forensic Image File – A Forensic Image is a comprehensive duplicate of electronic media 
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(an unused portion of a hard drive). This exact duplicate of the data is referred to as a bit-by-
bit copy of the source media and is called an Image.

Scenario 2 - Computer system with Powered Off stage

Flowchart 2: Detailed process for system acquisition – Power OFF Stage.

Note – 
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Forensic imager.

acquisitions.
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Coolgear USB 3.0 / 2.0 to IDE/SATA Adapter  

Table 1: Write blockers web-links

Name

https://www.cru-inc.com/products/wiebetech/forensic-

WriteProtect-DESKTOP https://www.logicube.com/shop/writeprotect-

https://security.opentext.com/tableau/hardware

Coolgear USB 3.0 / 2.0 
to IDE/SATA 
Adapter

https://www.coolgear.com/product/usb-3-0-sataide-adapter-with-
write-protection
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Scenario 3 - Computer system with Bit Locker (Powered On stage)

Figure 3: Computer Management.

 

Figure 4:Computer Management Console.
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Figure 5: Disk Management Console.

shown in the above Figure.

 

 

Figure 6: FTK Interface.
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Figure 7: Source Evidence selection.

Step 6 - Select the image source as shown in Figure 8.

 

Figure 8: Image destination selection.
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as shown from Figures 9 to 11.

 

Figure 9: Image destination selection.

Figure 10: Destination drive selection.
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Figure 12: Imaging process started.

Step 8 - Then Imaging Process will be started as shown in Figure 12.

highlighted in Figure 13.
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Figure 14: Detailed Image log.
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Scenario 4 – Computer system with bit locker enabled by default 

“Before creating the disk image, Investigation Team must verify the Bit locker 
Encryption status as below.” 

 

Figure 15: Computer management console.

Figure 16. 

 

Figure 16: Computer management console.



32 Bureau of  Police Research & Development, New Delhi

 

 

Figure 17: Disk management console.

The Investigation Team should use the manage-bde4 4

Figure 18.

 

 

Figure 18: Decryption process on C, D and E drive.

shown in Figure 19.

  

administrator permission is required.
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Figure 19: Decryption status.
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Note – Default encryption does not ask for a key/password during the decryption operation.

in Figure 20.

 

 

Figure 20: FTK Imager Interface.

 

Figure 21: Source evidence selection.
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Figure 22: Select the Source disk.

    

Figure 23: Image destination selection.
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Select the image type as shown in Figure 24 (Type E01 in the example)

 

Figure 24: Image type selection.

 

 

Figure 25: Evidence information.
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Figure 26: Providing image name and other information.

5 and Precalculated progress statistics6 

6

  

Figure 27: Create image.

data has changed since it was copied to the image. 

6 Precalculate Progress Statistics to see approximately how much time and storage space creating the custom image will 
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Image successfully created as shown in Figure 28.

Figure 28: Image progress status.
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Imager as shown from Figures 30 to 32. 

 

Figure 30: Add Evidence.
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Figure 33: Evidence image preview.
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Scenario 5 - Computer system with MacAfee Endpoint Security

Flowchart 3: Detailed process for system acquisition with MacAfee Endpoint enabled.

still be recovered.
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either FTK Imager/Encase Imager)

compared to the USB 3)

Figure 34: FTK imager creates disk image.

Figure 35: Evidence image preview.Step 5 – Select the Physical Drive option as shown in Figure 35.
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path where the Server image will be saved.

Note – 

 

 

 
Digital evidence collection form and form 65b.         

Flowchart 4: Detailed process for RAID system acquisition – Power ON Stage.
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2.3. 2 Mac system

Find out as much as you can about your target:

• Operating System Version (for collecting/processing volatile data and Copy Over Procedure).

•  Type/s and the number of ports.

•  Can passwords be obtained

Step 2 - ISOLATE

Assign one trained Digital Evidence Collection Specialist to handle the electronic evidence to 

Step 3-ALWAYS ASK FOR THE PASSWORD

from getting the data. ALWAYS ASK FOR THE PASSWORD.

Collect the computer using best practices for the collection of electronic evidence. Prepare for 
imaging (refer to Step-12).

STEP-6:
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STEP-7:

RECON ITR has automated Volatile Data collection features.

STEP-8:

(macOS supports up to 16).

OS.

STEP-9:

command) or Live Imaging built into RECON ITR.

to preserve metadata.

RECON ITR includes Live Imaging and Triage tools to assist with this
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turns off.

volumes or the derived Core Storage Volume.

tool.

ITR)

STEP-15:

image made by PALADIN is also a RAW image that can be imported into any forensic tool.

a .dmg format.
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RECON LAB can automatically recombine Fusion drives that have been imaged separately.

STEP-17:

external devices.

your forensic computer with RECON ITR to image.

bootable version of RECON ITR.

2.3.3 Linux System

Scenario 1 – The Computer system is in an ON state.

Step 2 - Open the terminal and type the following command as shown in Figure 36.

Figure 36: Linux terminal.

For checking the source disk size and accordingly attaching the external disk for storing the 
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Figure 37: Attached hard disk information.

the above Figure.

Flowchart 5: Detailed process for Linux system acquisition – Power ON Stage.
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Note - 

 

 

 
  enhanced version of dd with features useful for forensics and security.

 
 command.
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  Chain of custody.

 
 player.
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Scenario 2 - Computer system in Powered Off stage

 

Step1
Remove the

Step2
Connect wr
Imager\Enca
already men

Step3
Save the dis

ee system hard disk and connect to the write blo

r
a
n

rite blocker with Forensic Worstation and launc
ase Imager for creating the disk image (imagin
ntioned in the previous section

ssk image into the destination driv

 

ooock

cc
nn
ch the FTK

ng step

Figure 39: Steps for Linux machine acquisition.

Note – 

 images.

                         https://sumuri.com/product/paladin-edge-64-bit/

                         https://www.parrotsec.org/download/



52 Bureau of  Police Research & Development, New Delhi

Flowchart 6: Detailed process for Linux system acquisition – Power OFF Stage.
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2.3.4 Stand Alone Storage device – 

for the Forensic imaging of these standalone devices.

Flowchart 7: Detailed process for SAD acquisition.
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3. Packaging and transport of Electronic Evidence

Digital evidence and the computers and electronic devices on which it is stored are fragile and sensitive 

data.

steps: 

Table 2: Steps for the Packag

Packaging 
process -

1. Ensure
docume
package

2.Pack al

3.Plastic 
evidence
moisture
the evide

4.Make s
that it av
deforme

5.Label a
clearly a
of all the

ging process. 

e that all digital evidence collected is properly
nted, labelled, marked and photographed befo

ed. 

ll the digital evidences in antistatic wrapping

equipment should not be used when gatherin
e since plastic can generate static electricity an
e and condensation to develop which may spo
ence

sure that all digital evidence is tied together in 
verts them from being turned, dented, or other
ed

all containers used to package and store digita
nd properly gather all power supply cables and

e electronic devices seized

ore i

ng digi
nd le
oil or destr

a way so
rwi

l evidenc
d adapte
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Keep di
produce
mount e
respond
or matte

Docume
thechain

e
e

d
e

gital evidence away from magnetic fieldssu
ed by radio transmitters, speaker magnets,an
emergency lights. Other potential hazardsth

de should be conscious of are - seat heatersand
erthat can generate static electricity.

Keep away from maintenance of digitalev
vehicle for extended periods of time.

Heat, cold, and humidity can spoil orde
evidence. Proper care must be taken forthis

Ensure that computers and electronicd
packaged and secured during transportation
damage from shocks and vibrations.

e
n
ent the transportation of the digital evidencea
n of custody on all evidence transported.

u
n
h
d

uch as those
nd magnetic
hat the first
d any device

vvidence in a

s
stroy digital

s.

d
ion

devices are
to prevent

end maintain

Figure 40: Steps during the transport evidence.

Storage Procedures

 
 a place that is not subject to great temperature or humidity.

and cables can be labelled with the letter designation for the computer and a unique number to ensure 
proper reassembly.



56 Bureau of  Police Research & Development, New Delhi

The role of electronic devices as evidence has become so important that an effective law enforcement 

Though the ideal scenario demands that the investigation team should have a well trained professional 

handle the acquisition of electronic devices from crime scene for intelligence/evidence gathering. 

successfully acquire electronic evidence. 

Summary–

from the computer systems FTK imager has been used throughout the document.

(See Chapter 2).
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