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DISCLAIMER

This document is not a substitute for existing manuals available in the States/UTs. 

practice may prevail. 

BPR&D does not promote any tool/software of a particular vendor. All the tools 

and software mentioned in this manual are for illustration purpose only. 
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MESSAGE 

The setting up of the National Cyber Crime Research & Innovation Centre 

a major technological milestone in the cyber research and training capabilities of 

strengthen and augment the capacity of Law Enforcement Agencies (LEAs) in 
their efforts of Cyber Crime prevention and investigation.

I am happy that NCR&IC professionals have come up with the following four 

of Cyber Crimes:

• Emerging Cyber Crimes in India - A Concise Compilation

Crimes

(V.S.K. Kaumudi)

Place: New Delhi 
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Director General
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MESSAGE

Technology is often value neutral.  It can be used effectively by friends and 

seminars and publications.  It gives me great pleasure that the National Cyber 
Research & Innovation Centre (NCR&IC) professionals are putting together 

appreciation for the publications.

useful in their day to day professional lives. 

(Neeraj Sinha)

Place: New Delhi. 
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EXECUTIVE SUMMARY

As more and more users have the access to the internet and social media 

misused by cybercriminals and radical/extremist group for gathering 

sharing a common agenda.

(Dr. Karuna Sagar)

Place: New delhi

Dr. Karuna Sagar, IPS 
Inspector General/Director (Modernisation)

Tel. : 91-11-26782023 
         91-11-26782030 (F) 
Email : igmod@bprd.nic.in
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1. INTRODUCTION: SOCIAL MEDIA INTELLIGENCE (SOCMINT)

user.

 

 
 time and geo-location info associated with the posted content.

1.1 How Social Media Intelligence is Gathered?

from parsing the data from APIs and overlapping other data points can be useful in building up the 
intelligence. Various Open Source Intelligence (OSINT) tools are available in the public domain for 
gathering such intelligence.
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1.2 Objectives

the Investigation of Cyber Crimes. 

including:

In determining the mindset and motive of Cyber Crime

In establishing probable reasons to issue a warrant

Evidence location 

Evidence collection

social media sites to support a variety of intelligence needs. 

1.3 Social Media vs Social Networking System

Table 1: Social Media vs Social Networking System

• Anyone can search for anyone

• Public platform

• The published content may be a reason 

identity and execute criminal/illegal 
activities or to honey trap someone

•        Used for online personal and 

etc. 

connected users can communicate with 

• Nurture personal and professional 
relationship

communication and for spreading 
rumours 
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Figure 1: Social Media VS Social Networking
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2. 

2.1 

according to function:

2. Photo sharing: Such websites are dedicated to sharing photos between users online. Example: 

4. Blogs: This is a type of informational website containing a set of posts belonging to one topic 

Twitter.

6. Forums (message board): This is one of the oldest types of social media. Users exchange 

7. Social gaming: This refers to playing games online with other players in different locations. 

2.2 Social Media Content Types

interactions used across different social media sites:

1. Post/comment: People access social sites to post or write paragraphs of text that can be seen 
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images/videos to form an album. Live streams also are available on many social platforms 

the type of device used to upload the contents (mobile or a standard computer).

2.3 

2.3.1 Facebook
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S. 
No.

Terminology Description

1. Timeline

2. Newsfeed

3. Status Update
doing

4.

5. Tagging
status update or photo.

6. Timeline Review
A tool that lets user approve or reject posts that he has been tagged 
in before these go on his/her Timeline

7. Trending

8. Activity Log

9.
people are nearby.

10. Page Admin
and only he can post as the Page. Further user can assign roles to 
other people to manage the Page.

11. Page Roles
person responsible for these roles logs into his/her own personal 

12. Daily Active Users
A total number of people who have viewed or interacted with 

13. Engaged Users

14.

15. Organic Reach
Pages.

16.16. Viral ReachViral Reach
friends.friends.
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17.
A total number of times a media content that was published on a 

as shown in Table 3.

Evidence

poration

their friends (or friends of friends) to 
comment. 

U.S.

group events leave footprints at various 

and system restore point of a computer

following- Created time of a post or 

can reveal a lot of information about the 

2.3.2 Twitter 

Twitter has a built-in corner search functionality located in the upper-right side of the screen when 
using the Twitter web interface after logging into your Twitter account. A simple Twitter search 
allows you to perform a basic search within the Twitter database.

Popular Terminologies on Twitter are shown in Table 4.
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S.No Terminology Description

1. @

2.2. TweetTweet The message the user posts The message the user posts 

3. Follower
on his own page

4. Re-tweet Sharing of the original post by another user on his or her own page.

5. Hashtag
lists all Twitter users who have applied that particular hashtag in their 
own posts

6.
The direct message is sent privately and can only be seen by the sender 
and the receiver.

7.
your location at the time of the tweet.

8. Trend
A Trend is a topic or hashtag that has been determined most popular 
on Twitter algorithmically.

9. Avtar

10. Username/ Handle
twitter.com/modi

The following evidence on Twitter can be found during the investigation and intelligence gathering 
as shown in Table 5.
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Twitter Evidence

• 
and receive short messages called tweets. 

• 
private direct messages

• 

Korea

• 
resources.

• 

based number for international use. 

• There is also a short code in the United 
Kingdom that is only accessible to those on 

• 

called smsTweet.

• A similar mobile phone platform 

• 
attach poll questions to tweets. These polls 

• Twitterbot - a computer program that 

other accounts. Cybercriminals may use 

etc.

• Used for live video streaming 

• Time and dates of tweets

• Association with followers of the user 
Association with people whom he follows

• Tweets from a mobile device or from 

• footprints may be available at various 

restore point of a computer
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2.3.3 LinkedIn

giving out too little information or giving out too much information which may be detrimental to 

S.No Terminology Description

1. Update Status updates and content/news/article that the user posts.

2. Resume

3. Connection

4. Recommendation

5. Endorsement
employers.

6.
and Twitter

7. Degree

degree connections - People user is directly connected to 

degree connections.

8.

9. Advanced people search

10.

11.
members.

12.
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as shown in Table 7.

Linkedin Evidences

• 

• 
companies.

• 

• 

• 

• Review Analytics - shows overall engagement trends & post 

• 
school/college and connecting with them

• 
video feed.

• 

•  just 
blogging platform and share as blog post

• 

• Content Suggestion- tells popular topics and trends among 

messages

third degree etc. user 
connections 

footprints may be available 
at various memory locations 

2.3.4 Instagram

transactions via instant messaging applications such as WhatsApp.
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Popular terminologies in Instagram are shown in Table 8.

Terminology Description

• Instagram Handle Username

• 

• Engagement

• Impressions  Number of times a particular post/content has been seen.

• 

• 
Live

• Hashtag

similar posts. 

• Story

The following evidence on Instagram can be found during the investigation and intelligence gathering 
as shown in Table 9.
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Table 9: Instagram and Evidences

Instagram Evidences

• Instagram used

people.

• Stories Archive- Stories created and 
shared on Instagram are automatically 

need to save them to phone. 

• User can turn off Stories Archive at any 
time in Settings.

• Instagram Feed - To share and connect 
with the people and things. When user 

are important for that user appear on top 
of user feed. 

• In addition to seeing content from people 

see suggested accounts that are relevant to 
his/her interests.

• - Instagram shows 
ads from businesses that are interesting 
and relevant to user as per his Instagram 

party websites and apps. 

• 
the people he/she follows and things he 

• Explore Tab: To search and discover by 
hashtag or by user.

Footprints may be available at various memory 

Pictures uploaded date is the same as the creation 
date -Check

2.3.5 WhatsApp

other content.
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Popular terminologies in Whatsapp are shown in Table 10.

Whatsapp Evidences

• 

• 

• 
sharing

• End to end encryption

• 

• 
Drive

• WhatsApp Business lets you create an 
account using a landline number 

• Access WhatsApp via web- Open https://
web.whatsapp.com in browser and scan 
the QR code by using the WhatsApp 

and avatar (a picture). 

been sent or received into the chat database msgstore.
db. msgstore.db contains message and chat list

Deleted messages are stored in msgstore.db-wal

Database analysis is helpful in reconstructing the 

db.crypt12

Android: 

sdcard/WhatsApp/Databases/msgstore.db.cryt

WhatsApp database can be inspected for both iOS 

WhatsApp database can be inspected for both 
(iOSChatStorage.sqlite) and Android (msgstore.db & 
wa.db) devices.

Figure 2: Whatsapp Messages Evidence
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2.3.6 Telegram

Telegram is a cloud-based instant messaging and voice over IP service. Telegram apps are available 

Telegram is registered as both an English LLP and an American LLC. It does not disclose where 

Dubai.

Popular terminologies and evidence in Telegram are shown in Table 11.

Table 11: Telegram and Evidence

Social Networking System Evidences

• Telegram messages are heavily encrypted and 
can self-destruct.

• Cloud based to access messages using multiple 
devices

• Voice Calls

• Telegram servers are spread worldwide for 
security and speed.

• 

• 

• Sync chats across all connected devices

• Self destruct message with timer

• Secret chats- Use end-to-end encryption. Only 
user and the recipient can read those messages 

including Telegram

• Telegram stores messages in a SQLite 
database.  

• 

Example: Telegram message evidence sample is shown in Figure 3.
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Figure 3: Telegram Messages Evidence

Another telegram evidences sample is shown in Figure 4.

Figure 4: Telegram Messages Evidence

2.3.7 Signal

in 2011. Allows secure audio and video calls.

Signal is designed to never collect or store any sensitive information. Signal messages and calls 

my-communication-is-private-)

secure all communications to other Signal users.
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Popular terminologies and evidence in Signal are shown in Table 12.

Table 12: Signal and Evidence

Signal Evidences

• 

without being intercepted while in transit

•  Neither signal now anyone else can else 

• Once registered over signal using any mobile 

phone it was registered with.

• 

are included in the process of information 
exchange.

• Only Date & Time of user registration and 

signal.

• 

• 

• Signal encrypts its database. At the time of 

messages can be extracted.

• Elcomsoft may be useful in decrypting 
signal database.

 

2.4 

S.No.
System 

Device location wherein evidences can be 

1. • 

• 

• 

• 

• 

• 

2. Twitter

3.

4. Instagram

5. Whatsapp

6. Telegram

7. Signal
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3. TOOLS AND TECHNIQUES FOR GATHERING SOCIAL MEDIA INTEL 
 LIGENCE (SOCMINT)

3.1 

future volumes of the same manual series. 

3.1.1 Facebook
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results

the following list the most popular one:
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Figure 6: Finding a Facebook ID from URL (1)
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Figure 7: Finding a Facebook ID from URL (2)

b) FindMyFBID ( )
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ii. Success!

1377348465889595

Figure 9: Finding Facebook ID using FindMyFBID

URL. 

Facebook Advanced Search 

individual if the following information are available: 

as shown in Figure 10.
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Figure 10: Facebook Advanced Search (1)
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Figure 11: Facebook Advanced Search (2)

search for photos and places. 

Figure 12: Facebook Advanced Search (3)
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lives.

Figure 13: Facebook Advanced Search (4)

option. This can be found under your friend requests. Scroll down to the Search for Friends option 
on this screen.

Figure 14: Facebook Advanced Search (5)
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Figure 15: Facebook Advanced Search (6)

(shown in Figure 16).

Figure 16: Searching Facebook using Intelligence X
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: This is another online tool to show how the current 

Figure 17: Sowdust interface to search Facebook

 This is a Firefox add-on (a version is 

Online Facebook Search Tools/Services
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3. Information 
law/guidelines): Offers information and legal guidelines for law enforcement/authorities 

3.1.2 Twitter

Twitter has a built-in corner search functionality located in the upper-right side of the screen—when 
using the Twitter web interface—after logging into your Twitter account. A simple Twitter search 
allows you to perform a basic search within the Twitter database.

Twitter Advanced Search Operators

https://
 to view them 

(see Figure 18).
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Figure 18: Standard Twitter search operators
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Twitter search operators can be incorporated with other criteria to create more advanced search 

to start your search with.

OSINT until:2019-11-30(this will return all tweets containing OSINT and sent until date 

image embedded within them).

OSINT Filter:media
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retweeted at least 50 times)

an example: OSINT lang:en (this will return all tweets containing OSINT in the English 

twitter.com/en/docs/twitter-for-websites/twitter-for-websites-supported-languages/overview 

15. To search for tweets with a negative attitude use the following symbol :( For example: 
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We can combine more multiple Twitter search operator to perform a more precise search. For 

English language only.

h -  

Note: Twitter account is not needed and there are many search options.

Figure 21: Twitter Advanced Search

changed as often as the user wishes
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Use tweeterid.com to convert a Twitter username to an account ID and vice versa (as shown in 
Figure 22). 

Figure 22: Identify the Account ID of the Twitter User (1)

Figure 23: Identify the Account ID of the Twitter User (2)

Hashtag and Keyword Search
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24

Figure 25: Twitter Search with Account Login (2)

Step 1: Visit to allmytweets.net and Sign-in to Twitter. 
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Figure 27: Authorize the All My Tweets
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Tweets.

Figure 28: Enter the Twitter username

Step 4: All the Tweets posted by the Twitter User is loaded.

Figure 29: All the Tweets posted by the Twitter User
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Discover and Analyze Fake Followers on Twitter

Step 1: Visit to Botometer (https://botometer.osome.iu.edu/) and Login to Twitter Account and 

Figure 30: Botometer

Figure 31: Botometer Results



39

Manual on Social Media Intelligence (SOCMINT) for Law Enforcement Agencies

Online Twitter Analysis Services

account on one page.

Twitter.

3.2 

number of social media accounts per internet user was 8.5 in 2018.  This information is useful and 

media platforms.

using the same username on multiple platforms.

major domain names and social media sites (see Figure 33).
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Figure 33: Using namechk to search for similar usernames across different social media platforms

4. User Search (https://www.usersearch.org): Scan 45 popular social media websites.

and Windows.

anonymous Twitter account can be revealed by performing linguistic analysis of the target account.

identity of anonymous social media accounts.
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tentative tones found in text

webpages / API responses and save it in machine-readable format. Supported websites include:

Instagram

Reddit

Tumblr

VK (user page)

OK (user page)
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4. LEGAL VALIDITY OF SOCIAL MEDIA SURVEILLANCE

one or more social media site. People use social media services to post all types of contents online 

 “There is a debate between privacy advocates and OSINT researchers about whether the 
information available on social media sites is OSINT. Although the majority of social media 

that social media users expect to have some form of privacy for their online activities (even 

information shared on social media sites as belonging to the OSINT domain because it 
is public information shared on public online platforms and thus it can be exploited for 

 

Using the information gathered from social media sites in a legal case is generally allowed under 
these two conditions:

 
 a court order is sent to the intended social media site to hand the information to  

 
 

 gathering concept.

Private OSINT gatherers should have a legal basis when collecting personal information about 

those communications are nominally public runs afoul of due process standards preserved in 
democratic constitutions and international human rights law.
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Figure 35: Legal Validity of Social Media Surveillance

4.1 

Surveillance technologies can grant an air of objectivity to assessments that are not necessarily 

that individuals are not always able to redress in retrospect. Inaccurate or incomplete information 

machine learning techniques applied to social media could easily reinforce existing patterns of 

4.2 
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4.3 

Law enforcement use of social media is a powerful new investigative tool. Its growing use opens new 
questions that will need clear answers to ensure that civil rights are protected as law enforcement 

3.  How can policy and technology be used to ensure that social media surveillance is used 
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5. CONCLUSIONS

refers to the information collected from social media websites. The data available on social media 

permission from the creator.

Cyber criminals use these platforms to hide their real identities. This manual explains the major 
features of popular social media platform covering evidences aspect for the purpose of cybercrime 
investigation. This manual covers various tools and techniques for gathering intelligence over popular 
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2. www.statista.com/statistics/788084/number-of-social-media-accounts

3. www.help.twitter.com/en/using-twitter/supported-mobile-carriers

5. www.support.signal.org

7. www.blog.oxygen-forensic.com/115-2
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