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Message

Cyber space is changing and evolving dynamically with the advancement
of technologies like Artificial Intelligence (AI), Machine Learning (ML),
Automation, Virtualization, Blockchain Networks, Big Data, Internet of Things
(IoT), Internet of Senses, Cloud and Quantum Computing etc. With these
technologies, 5G and the fast expanding cyber space, it is the need of an hour
to dive deeper and to know the emerging cyber security challenges, so that gaps

/’? can be bridged faster.
// With a view to assess such challenges and to evolve mitigating strategies

and techniques, a National Level Webinar on ‘Emerging Cyber Security Challenges’ was organized
by NCR&IC, BPR&D, on June 30, 2021 at the BPR&D Hqrs. The distinguished speakers from Law
Enforcement, Academia and Industry delivered talks on evolving security challenges, cyber crimes and
appropriate measures to be adapted and developed to avert them. The Webinar was well attended by
more than 400 participants from LEAs.

I congratulate Dr. Karuna Sagar, IPS, IG/Director (Modernization) and his Team comprising of
Sh. B S Jaiswal, DIG (Mod), Dr. Manjunath M Gosal, SSO (T) and NCR&IC Professionals on successful
conduct of this Webinar.

I believe, the proceedings of this webinar will be very useful for our Police Forces and will go
a long way in stimulating new dimensions of resilience and technical upgradation to overcome the
challenges and will provide great stimulus to cyber crime prevention and investigation.

/ F Lfﬁr’}';r! .

(V. S. K. KAUMUDI)

“Promoting Good Practices and Standards”
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Message

Cyber-crime has emerged as a significant road block for the Law
Enforcement Agencies around the world. New technologies have continued to

challenge the skills and learnings of police investigators.

In the background of emerging concerns relating to cyber-crime, it is
heartening to not that Modernization Division of the BPR&D is publishing the

proceedings of a National webinar, organized (June 30, 2021) on ‘Emerging

Cyber Security Challenges. Words of wisdom of domain experts from law
enforcement, academia and industry, on evolving security and cyber-challenges,
would be of considerable interest of professionals in the field.

I acknowledge the efforts of the Modernization Divison team led by Dr. Karuna Sagar, IPS,
IG, Shri B. S. Jaiswal, IPS, Dr. Manjunath M Gosal, SSO (T) and the professionals of National Cyber
Research & Innovation Centre (NCR&IC) in the endeavour.

‘ . —_—
(Neeraj Sinha)

Place: New Delhi.
Date: August 19, 2021

“Promoting Good Practices and S$tandards” =
Bureau of Police Research and Development
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Executive Summary

Realizing the fact of ever-increasing cases of Cyber Crimes and the
need to evolve effective strategies for prevention and investigation of crimes
taking place in cyberspace, the National Cyber Research and Innovation
Centre (NCR&IC), a component under the 14C Scheme of the MHA, setup
at the BPR&D, New Delhi organized a webinar on “Emerging Cyber Security
Challenges” on June 30, 2021, at the BPR&D Headquarters, New Delhi. More
than 400 Police Officials from State/UTs, CAPFs, CPOs and other Police Forces

attended the webinar. This webinar was aimed to provide an interactive digital

platform for LEAs to learn from the country’s best cyber experts.

The webinar was addressed by eminent subject matter experts from Academia, Industry
and Law Enforcement Agencies. The webinar offered a rich insight to Law Enforcement Officers on

emerging cyber security challenges from three different perspectives.

Sh. Neeraj Sinha, ADG, BPR&D in his inaugural remarks highlighted the need of organizing
webinars on the latest developments taking place in cyber security avenues. He also urged all the

participants to learn new ideas and wisdom from the distinguished speakers present in the webinar.

Sh. Madan Modan Oberoi, IPS, Executive Director, Technology and Innovation, INTERPOL
delivered his talk on ‘Combating Cyber Crime - Trends, Issues and Role of Interpol’. He shared the
incidents of latest trends in cyber-attacks from around the world and informed the participants about
the initiatives being taken by INTERPOL in the field of joint investigations and capacity building of law

enforcement officials viz a viz prevention and investigation of cyber crimes.

“Promoting Good Practices and Standards”

Bureau of Police Research and Development
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Sh. Venkata Satish Guttula, Director - Security, Rediff.com spoke at length on his topic
‘Anatomy of Phishing Attacks’. He explained various types of phishing and spear-phishing attacks and

the methods to investigate them.

Dr Sandeep Shukla, Joint Coordinator, C3i Center and The National Blockchain Project,
Indian Institute of Technology, Kanpur delivered his talk on a very important and crucial topic ‘Cyber
Security as a National Security Issue. He emphasized the need of upgrading the skills and knowledge
to identity, prevent and investigate cyber-attacks and Cyber Crimes. He also informed the participants

about various initiatives of R&D in cyber security being undertaken by C3i Center, IIT Kanpur.

The officials participating in the webinar got a good opportunity to learn and upgrade their
knowledge in emerging cyber security challenges. They actively took part in Q&A sessions followed by
each talk and enriched their awareness. Overall, it was an interactive and informative webinar about
cyber-attacks and Cyber Crimes. The need for a ‘proactive intelligence approach’ for LEAs in combating
emerging Cyber Crimes and the methods to identify and investigate phishing attacks were two main

takeaway messages from the webinar.

o
P il

(Dr. Karuna Sagar)
Director/IG (Mod)

Bureau of Police Research and Development
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AGENDA CUM MINUTE TO MINUTE PROGRAMME

WEBINAR ON EMERGING CYBER SECURITY CHALLENGES
June 30th, 2021 (Through Cisco WebEx)

Time Sessions

10:00AM-10:10AM | Inaugural Address - ADG, BPR&D Webinar on ‘Emerging Cyber Security Challenges’
10:10AM-10:40AM | Session 1: June 30", 2021
Dr. Madan M. Oberoi, IPS, PROCEEDINGS

Executive Director,

. The National Cyber Research & Innovation Centre (NCR&IC), a unit under the I4C Scheme of
Technology & Innovation, Interpol

MHA, established at Bureau of Police & Research Development (BPR&D), New Delhi has organized

Topic - Combatting Cyber Crime - Trends, Issues, and Role of a One Day Webinar on ‘Emerging Cyber Security Challenges’ on June 30, 2021 (Through Cisco
INTERPOL WebEx) at BPR&D HQrs. The objective of the Webinar was to provide an interactive digital platform
10:40AM-10:50AM | Q&A and interactive session for Law Enforcement Agencies on emerging cybercrimes, new techniques

: and methodologies for investigation, prevention and modern-day challenges and to learn from the
10:50AM-11:20AM Session 2: , .
country’s best cyber security experts.

Sh. Venkata Satish Guttula, CISM, CDPSE, CDPP The Webinar was organized on a high level and chaired by Shri Neeraj Kumar Sinha, ADG,
Director - Security, BPR&D. More than 400 participants from States, UT, CAPFs, CPOs and other Govt. Departments
Rediff.com India Ltd.

attended the Webinar. Following were three esteemed speakers one each from LEAs, industry and

Topic - Anatomy of Phishing Attacks academia who delivered their talk:

11:20AM-11:30AM Q&A 1. Sh. Madan M. Oberoy, IPS,
11:30AM-12:00PM | Session 3: Executive Director,

Technology & Innovation, Interpol

D S G ik 2. Sh. Venkata Satish Guttula, CISM, CDPSE, CDPP
Joint Coordinator, C3i Center and The National Blockchain Project,

Department of Computer Science and Engineering
Indian Institute of Technology, Kanpur
Kanpur, India. 3. Dr Sandeep Shukla

Joint Coordinator, C3i Center and The National Blockchain Project,

Director - Security,
Rediff.com India Ltd.

Topic - Cyber Security as a National Security Issue

12:00PM-12:10PM | Q&A Indian Institute of Technology, Kanpur
12:10PM-12:15PM | Vote of Thanks - DIG (Mod) Kanpur, India.

Department of Computer Science and Engineering

Following session wise topics were selected for delivering the Presentations/Talk by the
Panellists/guest speakers: -

X Bureau of Police Research and Development Bureau of Police Research and Development 1
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Session I - Combatting Cyber Crime - Trends, Issues, and
Role of INTERPOL
Session II - Anatomy of Phishing Attacks

Session I11 -

Sh. B. S. Jaiswal, DIG (Mod), BPR&D and NCR&IC moderated the session and started the
proceeding of the webinar by welcoming Sh. Neeraj Sinha, ADG, BPR&D as the chief guest of the
event. DIG (Mod) explained the purpose of starting the webinar series and introduced NCR&IC to
the participants. He informed the participants that NCR&IC is one of the seven verticals of the Indian
Cyber Crime Coordination Center (I4C) Scheme and it has got three mandates and they are as follows:

Cyber Security as a National Security Issue

a) Identify present problems regarding cyber-crime of LEAs, which need research-
based solutions

b) Track emerging technological developments, proactively predict potential
vulnerabilities, which can be exploited by cyber criminals

c) Disseminate the knowledge and experience of LEAs in areas of cyber-crime by
creating a strategic partnership with stakeholders in academia, private sector or
inter-governmental organization

He informed that the next webinar of this series will be conducted with a different topic related
to cyber-crime.

Sh. Neeraj Sinha, ADG, BPR&D delivered an inaugural address by welcoming all the participants
and the distinguished speakers. He expressed his compliments to the NCR&IC team, Modernisation
Division and DIG (Mod) for organizing a webinar on important topics of cyber security and cyber
crime. He informed that as the rapid advancement and development are taking place in cyber space
so are the adversaries upgrading their modus operandi in committing cybercrimes. He emphasized
the importance of understanding the new challenges cyber space is throwing before law enforcement
agencies and gave examples that how cyber warfare has evolved in a manner in which one can wreak
havoc into the land of adversaries without even dirtying his/her hands. ADG, BPR&D urged all the
participants to learn new ideas and wisdom from the distinguished speakers present in the webinar.

Bureau of Police Research and Development
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SESSION - I:
Combatting Cyber Crime - Trends, Issues, and Role of INTERPOL

Sh. Jaiswal, DIG (Mod) introduced the first speaker of the webinar, Dr M M Oberoi before the
participants. Dr Madan M Oberoi, IPS (AGMUT, 1992) is the Executive Director of Technology and
Innovation at Interpol. Dr Oberoi is a Fullbright scholar in the area of cyber security from the University
of Washington and holds a PhD in the area of cybercrime from IIT Delhi. He was instrumental in
setting up the Indian Cybercrime Coordination Center, [4C Scheme of the Ministry of Home Affairs,
Govt of India.

(Dr M.M. Oberoi, IPS)

Dr M.M. Oberoi gave his talk on the topic “Combating Cyber Crime, Trends, Issues and Role
of INTERPOL”. The talk was spread across five different agendas as mentioned below:

i) Technology Radar, ii.) Cybercrime Trends, iii) LEA Issues, iv.) Action Pillars, v.) INTERPOL
Support

Dr Oberoi shared his wisdom on the Technology Radar by covering the following verticals:
a. Connectivity - Cloud Computing, Big data, Internet of things
b. Digital Disruption- Dark Web, Blockchain Technologies, 3D Printing

C. Artificial Intelligence (AI) — Deepfake, Al Designed Malware,
d. Autonomous Machines — Robotics, Drones, Unmanned Vehicles
e. Simulations- Virtual Reality, Augmented Reality, Digital Twins

Dr Oberoi explained the LEAs way of looking into emerging technologies. He explained
emerging technology may be looked into three aspects viz. The threat, Evidence and Tool. They utilize
systems and intelligence to counteract threats, tool aspect is used by Law Enforcement to assist in
operational and investigative duties. Similarly, the aspect of Evidence is related to the recovery of data
and identifiers. Explaining the broad implications of technological development taking place around

Bureau of Police Research and Development

3



4

Proceedings of Webinar on Emerging Cyber Security Challenges

the globe, Dr Oberoi further informed the participants that Data tsunami, Digital disruption, Digital
Insecurity, Alternate Anonymous Digital Economy, and Third-Party Policing are the various facets that
require the attention of LEAs. He further emphasized that Collection, Collation and Analysis of data
is very important for LEAs to manage a large amount of data being generated because of IoT and 5G
components. This may help LEAs noise separation from a large amount of data and management of
helpful information extracted from a large amount of data. Digital Disruption is caused by the advent
of cryptocurrencies, the dark web and drones. Large scale security breaches happening across the
spectrum of cyber space is affecting the trust of the common citizen. The usage of cryptocurrency has
affected the traditional approach of police in following the currency flow. Since there is anonymity in
the ecosystem of cryptocurrencies, the traditional approach of following the movement of currency
cannot be done any longer.

While explaining the Cybercrime trends, Dr Oberoi explained that the biggest trend in
cybercrime is the increasing incidents of ransomware attacks. Another type of trending cyber crime
is Business E-mail Compromise cases which causes tremendous losses in terms of monetary values.
Distributed Denial of Services attacks also called DDoS attacks are another cause of great concern
as this type of attack takes place on critical infrastructures like power and water supplies. Dr Oberoi
continued sharing the news items of high profile cyber-attacks from across the globe. He also highlighted
the fact that ransomware attacks have become a sort of cottage industry where cybercriminals are
selling the ransomware scripts to other parties and the entire ecosystem has become something called
Ransomware as a Service (Raa$). He also said that according to the official data on cybercrime in India,
the country has lost Rs 1.25 Lakh Crores due to cybercrimes.

Dr Oberoi also shared the success stories of law enforcement agencies in combating cybercrime.
He emphasized the fact that the reason behind these successes is the proactive use of traditional policing
methods rather than over-reliance on technology solutions.

Dr Oberoi continued his talk discussing the LEAs issues with regard to combating cybercrime.
He discussed at length about following issues:

i Intelligence

ii. Skill & Infrastructure Gaps

ii. E-evidence Management
iv. Multi-jurisdictional Collaboration
V. Reactive Approach

He emphasized the need for a proactive intelligence approach for LEAs in combating emerging
cybercrimes.

The fourth agenda of the talk was on Action Pillars. Dr Oberoi mentioned that the Indian
Cybercrime Coordination Center (I4C) is founded with the idea of strengthening action pillars in the
following areas:

i Actionable Intelligence

Bureau of Police Research and Development
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ii. Forensics

ii. Capacity Building

iv. Strategy & Outreach

. Reporting, Investigation & Prosecution
Vi. Research & Innovation

The final and fifth agenda of the talk was on Interpol’s support to LEAs in combating cybercrime.
Dr Oberoi explained that INTERPOL is having their own Technology Radar under which they
research emerging technologies and how they are impacting the crimes happening in cyber space. He
informed the participants that INTERPOL is also managing online communities to keep theme-based
discussions. They also have developed an INTERPOL Global Knowledge Hub to share and disseminate
knowledge in cyber space. He urged the LEAs to join the Global Knowledge Hub and become part of
the global learning ecosystem. They have been conducting virtual courses offered free of cost for LEAs.
The application for enrolment may be forwarded through CBI. Interpol also runs INTERPOL virtual
academy in which more than 90 e-learning modules are created and has more than 20,000 participants
on board. Interpol also runs a Cybercrime Operational Coordination centre to coordinate with LEAs
of member countries in investigating cybercrimes.

A copy of the presentation may be seen as follows: -

Bureau of Police Research and Development
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Combating Cyber Crime

Trends, Issues, and Role of INTERPOL

Dr. Madan Oberoi, IPS(AGMUT:1992)

Executive Director (Technology and Innovation), INTERPOL

30 June, 2021
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Technology Radar
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Cybercrime Trends
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PTI services disrupted after massive
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Eum&n IT services company ransomed

French IT services company Sopra Steria suffered a ransomware attack recently
and informed that they will be running below operational capacity, until normalcy
is restored. The company has also mentioned that their investigation has not
revealed leakage of data or damages to their customers’ information systems.
They are working with security product companies to identify and isolate the
malicious code. Ryuk _ransomware was reportedly used to execute this attack.
This ransomware has been linked to several major security incidents in the last
few months, including an attack on Philadelphia-based eResearch Technology,
which provides clinical trial oversight software to drug makers and testing firm.

Sopra Steria employs more than 40.000 emplovees and is one of the largest IT

services and consulting groups in Europe.

Bureau of Police Research and Development
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PT1 Mew Delhi | Updated on October 25, 3020 | Published on October 25, 2020

Ransomware attack on news service provider

Several servers of Press Trust of India (PTI) were infected with ransomware. As a
result of the malware encrypting on data and applications, suhscrrbers did not

receive news for few hours. LockBit ransomware was used to execute this attack.
The news agency did not heed to ransomware demands. Their engineers worked

to restore operations in a phased manner. The entire operations were made
possible in a couple of hours.

TVIE TIMES OF ISIILA

Grocery app BigBasket hacked, data of

Z crore users leaked; What you should

do to stay safe

0000

Data breach of online supermarket portal

The personal data of around 2 crore users of online supermarket Eiﬁsl‘mt have
reportedly been breached. Stolen data include name, contact address, mobile
number, passwords, Date of Birth (DOB) and IP address of logins and other
information. It is alleged that this data was sold for £40,000 (approximately 30
lakh rupesas). Customers of this anline supermarkat portal have been advized to
change passwords of internet banking accounts, PIN of UPI apps used ta arder
from the app, and as well as replace their passwords used in this app, if the same
password is used for their email ids and other services. The company has

registered a compliant with the Cyber Cell in Bangalore police and claimed that

the financial information of their customers are secure.

Bureau of Police Research and Development
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Haldiram's servers get hit by ransomware attack, hackers demand
$750,000

Hakdraerin parvers were wilecte with the rarmomses Jiesck el the hachery e dermanaing 8 renscm of USD 740,000

iy T T Comlh

Fiumn The Fessiaai (BT

oida cyber cell
probing Haldiram
ransomware attack

The Noida Police are investigating & ‘ransomwans’
artack on the servers of populer food chaln Haldiram.,

NG + Ceantsad MO, QU0 1880 16T

Sour moments for Haldirams and Mithaas

Sweets and snacks manufacturer Haldiram's has been hit by ransomware, This
attack affected the critical data on the company’s sales and finance. Unidentified
hackers also demanded a sum of USD 750,000 (equals to 55 lakh rupees
approximately) to release the stolen data. In another incident, restaurant chain
Mithaas also be-came a victim of ransomware. This attack has not resulted in any
financial loss to the company as per their statement. Moida police have registered
a case on both ransomware incidents and are investigating it.

Money-go-round: The hooming cottage
industrv behind ransomware

T pany poofpke stand o make poo musch money Brom ranssmmwang asacks. That has 1o change, wam (L

f * jin @ &

B S e pokre o @) et e o o wama by bopmng oo rogecadumn furm_muere 813 _Geedlgim_meslum o318 e sompepaa 1) Spnabonoa
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Justice Department to prioritize
ransomware attacks on same level as
terrorism

| 2

D0t prioritize Fansomware on same level as..

LN 1)

BREAKING NEWS Airga [ wewe shEnEa reey e, e

mos  Future Planet

Bristol company hosted
notorious child- ite
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REUTCERS L §

Latin American crime cartels turn to crxetocurrencies for
money laundering

o N AEAD ¥ -

MEXICO CITY (Reuters) - In April 2019, Mexican police arrested suspected human trafficker
lgnachs Santoyo ina plush ares of the Caribbean resort of Plavae del Carmen alter linking him to e

prosvitution recket extending across Ladn Amerioa
ek it was not the 2,000 women Santoyvo is alleged to hove blackmailed and sexually exploited that
ultimarely led o his capoure, bue the blreoin he s suspected of using to help launder the procecds of

his « Tk, il s saisd,

e crypiocurmenoy is emerging us a new fmont in Latin Amerion®s struggle agninst gungs battling for
wontrol of vast criminal markets for sex, dnags, guns and people, sccording to law enflorcement

authoritics

“There's a trongition o committing crimes in cyberspace, like acquinng cryptocurrencies to lawnder
TR und the pandemic is aocelerating it,™ suid Saniago Nieou, heoad of the Mexican fimsmce

miknisry's nancial intelligence unit (UITF)

o1 O 1

g
- . , — )
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https://www.reuters.com/article/mexico-bitcoin-insight/latin-american-crime-cartels-turn-
to-crypto-to-clean-up-their-cash-idUSKBN28I1KD

Tosla Madel X mackad and stoben in minues using new key fob hack

U8 B rSIng Sel G e AT LOMWANE UDEEbEL I Wek 10 Breiol the BIEBCK e RESCKING Gl iy

A Belgian wecunly researcher has discovered
a method to overarite and hijack the |
firmware of Tesla Model & key fobs, allowing |
Hirm bo steal ary car that in't running on the
latest saltware update.

*  The sttack takes anly a few minutes ta
sxeule and requines necpEniee gear

The #legs ol the attack ame ;

. Attacker approaches the owner of Tesla
Model X wehicle

= The sttacker needs te get 5 close as § meters
1o the wictim in order to allow the older
maodified EOU to wake tp and nsnarne the
wthhiv's iy Poli.

' The attacker then pushes the maliciouy
Firrvwrare upadate (o the viclim's key lolb,

& BN RALE Ty PR R TS T B o W SRR B s s S o Teals Moo ) oy
: el aevy it thatl A o ST R TET VORT O, + This part requires araund 1.5 minetes 1o
EeCule
# T wiory o e R T T T ]
4 2 Onee & ey fob has boom hacked, the atacker |

FrRct car unlack messages fram the kg
fob

e e it e e, el 5 B el i i iy g e by bl il e 10 B

bkt - i Pl | A ) A B e | 1 1.F/8 Pl - T

* The attatker wies thewe nkodk mesiages 1o

wnler e wolim's car.
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Hackers are targeting telecom companies to steal 5G secrets

Cybersecurity researchers at McAfee detail an ongoing cyber-espicnage campaign that is targeting
telecom companies around the world,

® jn @ f v &

A cyber-espionage campaign is targeting telecems companies around the world with attacks using malicious
downlaads in an effort 1o steal sensitive data - including infarmation nl — from

compromised victims

Uncovered by cybersecurity researchers at McAfee, the campalgn is targeting telecommunications providers In
Southeast Asia, Europe and the United States. Dubbed Operation Didnxun, researchers say the attacks are the
wark of & hacking group working out of China.

Aol Sari b
s Lot 4 y Efragrl Ehaffhdl

HLEEFINLCOMPUTER A BT

R ¢ POWLOADE < VIS MIEOVAL DORLE - TUTOMALE < PLALN < PO L

odofaBaE0

Phishing sites now detect virtual machines o bypass detection

Cy sty T donke POIRTER S T T o VI il 11 Swrn B0 e brrmnine il & webadte o e bor

phiehli
Eitp S e B ERtg STt fam St BT Ry ke
Ta u phvbabubrng Bt ubilines Jaw wicriph o0 Bk whether o baowser b £ inder o virtual  iang-mneraew-srsrr st mashees s bpmaes
o ot e wof Wil lomid & At be] s, B it o sowin - ool piwalywis aftes do, 91 shemws @ I gy Arlgy Foin,
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EEPIMG i
BLEEPINGCOMPUTER R L Report: Russian Dark-Web Site Responsible for Massive Drug Deals

n
=10 OO = e

WOWE w GOWMLOADS = VS BOMOWAL GUREN = TUTORIALE = DOALS = FOBUME  MOAE =
aoRcE0

wesler T risk Emellifencs companies m

Maring ShFeatering SENIrY on IRe internet claim that blodea s Rusiig

Hackers sean for vulnerabhle deviees minutes after bog disclosare lamgeage site T on (e Dark Web, i responsible for faciliiating seme L6137 billion wovch of drug deas

"Hhydire st s & Kol Tor sellers 0o et Up &nd min Reir cam Rantoiion

Iyera profiing &1 1B RIS diary fof all Fiscubed

conducied.” & recent juint report by Flashpoint and

Dot repeatalde narcolbos prodcts s wids rasge of sellens, Hydra
werves an inoreasingly diverse buyer cliessele. mnging (rom
wiesleuale narcotcn Buyers o mdividual recoestional useds

sfuderits arel young peple,” I sald

Baisin riminli ard alis biving B 19871 B ITERINS The AGrE With Marisiplacs anly hroke SRl Ihe Goend 10 210 5 Bul is e
b fa frerfd i mesn Hewrre Foabes e e
S YEArs since its incepion i has exploded in pepularity, tking (e place
of & [ormeer competitor, (he Russian Anesyymous Marketplace BRAMF,

WhiEh Wak bl dali I Dakilisn slifharitie i 20

“RAMP was non

us for taking down it com petiiss by conducting DDoS anacis and reporving sames and (P

ihoriiies.” the repoert said

Vedlike wdhver dhariwerh illeg

narkeiplaces which ape smedimes fun by o dnge on small gresg of kackes, Bplea i

beirved 10 have dorens of ¢

pleryees keepeng it up

Acoording pe Bashpobr and o yult “Hytdra entered the marke wish & b a5 miodded related oo s mytical

nammake. i you cul off coe head, fwe more will grow back in it plece.” the peport asld

T o han
i Tie i I nirk pepurity poliches, offeaing grealer a  Chady e betpe/fereeee. sorp. confendudly/ 4108
PR VR S S rept rusban dark web aity epentle
" p gV i P, A riducted online theough crypin curee iy PL—————
A - \ dareiea Tenatan after by datiata wellers tu take chesr whimaie profiis out is Eavslen Ast currency which makes them particalasky

(}nc oTOUD th’l[.") Ell‘lhl"lL‘L‘{l 1" (Timin'lh FBI warns of scammers targeting families of missing persons
] L. [ oL i o W LA 8 B

Ear i
From deeplakes ro enhanced password eracking hackers are discovering the power of Al for malickas use ¥ Sergiu Gatlan

Tl Fealeral Borean of Bvestigation [ FBL) warned thal seammers actively targed the vulneralale Gomilies of missin

Tofitges /e, gk, o e ol bl el

|
|
| F ¥ in B & i|u|..>|'.-‘..|r.-|||;,||i|'.-;|.|.-\|u||'I'u|-:||.|-|_:||'|..|||-..||i:.|. shinred on social medin
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Cyber crimes in India caused Rs 1.25 lakh crore '

. « 7of 10 Indian companies saw increase in
loss in 2019: Official ¢ Cyber amacks since Inckdown

P

U L L WV SRR S S VIR ap—— o [ vuseane

B T W SRR T RO

Estimating cybercrime losses in India

India’s cybersecurity co-ordinator Lt Gen (Retd) Rajesh Pant has said that

cybercrimes are responsible for causing a Joss of RS 1.25 lakh crore in 2019, He
made this remark while speaking at an industry event organised by the

Federation of Indian Chambers of Commerce & Industry (FICCI). Besides, he
mentioned that the National Cyber Security Strategy (NCSS) will ensure a safe,
secure, trusted, resilient and vibrant cyberspace for India and the policy is

pending final approval. He has also said that India is now the third most cyber-
attacked country in the world.
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Info-tech

Cyber frauds to see an uptick in
India in 2021: Report

Hemani Sheth | Mumbai | Updated on Movember 24, 2020 | Published on Movember
24, 2020

Cyber frauds in India

Kaspersky's security bulletin has predicted a spike of cyber frauds in India around
2021 due to the continuous digitalization of economy. The bulletin also discusses
UPI-related frauds in India and the related advisories issued by Indian banks.
They have recommended strengthening of security infrastructure at Micro Small
and Medium Enterprises (MSME) which are increasingly digitalizing their
operations. In addition, the bulletin mentions that the healthcare sector in India
faces several cyber risks and makes reference to the recent attacks in Dr Reddy's
Laboratories and Lupin pharmaceuticals.

India is second in global ransom

payouts for cyberattacks: Survey

Indian companies ransom payout

Ransomware attacks had the worst impact on Indian organisations among
all nations in the Asia Pacific during this pandemic. More than a third {34%) of
them paid between $ 1 million to $ 2.5 million to malicious actors to recover their
data and regain system access over the past 12 months. This is one of the key
findings of Crowdstrike's '2020 Global Cyber Security Attitude Survey' The
survey's respondents - 2200 senior IT decision makers and IT security
professionals - were interviewed during August and September this year. The
survey also revealed that nation-state actors are the biggest concern this year,
according to 51% of Indian companies. Indian companies were rated second in
ransom payouts as compared to nations across the globe.

ey gompard 0 TR of Aunursse'y ompanae, 51 = Japes, e % R Sngapory
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HEWS

Data Of 10 Cr Digital Payments Transactions Leaked After
Attack On Juspay's Server

‘ Harshit Rakhaja wsar wrow
0000

& The dats incledes information sbout credit end debit cardholders and is being sold on the dark web

# Tha data, which i in the form of s dets dump, sppaars 1o have baen lasked through a compramised
sarvar of paymanis company Juspay

» Mames of ssuing bank, expiry date, masked credit/debit card members, names, customa — ID and
marehant seeount 10 heve basn lesked smong ssaral othar deislls

Indian card holders’' data leaked

The data of more than 10 crore Indian cardholders has allegedly been leaked in the
Dark Web and is also available for sale for an undisclosed amaunt. The database is
reported to have sensitive Infarmation llke user's card brand (VISA/Mastercard), card
expiry date, the last four digits of the card, the masked card number, the type of card
(credit/debit), the name on the card, card fingerprint, card ISIN, customer |D and
merchant account ID, among other details. It is alleged that this data dump has
leaked from a compromised server of Bengaluru-headguartered mobile payment
_:qlu!iuns company Juspay.
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72% of Covid-related v amv TODAY

cxberattacﬁ{ coming na fﬂkg PP MAGAZINE
emails 1n India S e Qe

(LS .! dia ¥ Mega Murmibal power outage maey be resull of cyber sttack, final report swsted

T2 per gonrl of Cowid- 18- wlated sttacks today e wamming o spesr-plhabing which b the

i e Mega Mumbai power outage may be
i T i it b result of cyber attack, final report

awaited

A matware attack is suspected fo be the reason behing Mumbal’s power outage st
marnth, The case iz beirngy probed by the stare's oyber depanrment and the Anai FEPRAFT

WA, | Marw e
s, Ui

i i (Chpopestees 38 006 12:00 7

(L 0 Nl
COVID-19 related fake emalls o
@ e ®0 00O
COVID-19 related cyber-attacks in India make use of scamming and spear
phlshlng tet-hr'llql.lﬁﬁ WHHE the Spear phiﬂ-hing aﬁﬂﬂkﬁ on Eﬂ'ﬁpmmlﬁed Mumhal's pﬂwer nutage
accounts are 13%, scammers account for 36% of cyber-attacks. The
were some of the findings of a study by Barracuda Networks. The study also life and business in Mumbai for more than two hours on October 13 of this year.
found a huge spike in Business email compromise (BEC). Another finding of The incident is under mwshgatmn with Maharashtra gber cell am:l their mterlm
the study is that 71% of spear phishing attacks included malicious links, findings have reportedly tra - 2re to Padgha-ba
whereas 30% of BEC attacks included malicious link. Similarly, BECs account MThE center manages pmr transmissinn and load d]gpat[h tn areas En
for 12 % of the spear-phishing attacks and it has increased from 7 % as fUUI"U Mumbai and Navi Mumbai. The centre works on automated system and monitors
in the last year. The emails discuss fake cures and donations to compromise data. Investigations have also revealed that the attacks have originated from
“Emal accaunts n naian organisations, China. The final outcome of the report is awaited.
Info-tech
mint Q& e e . Kt
e S = Cybercriminals abusing legitimate
Restructuring of networks amid e s S cloud hosting services in malware
pandemic exposed India to cyber CKS during the pandemic
attacks: Report campaigns, warns Microsoft
o L (o2 [ N 8 48 e Hemani Sheth | Mumbai | Updated on November 27, 2020 | Published on November
> e e e e U5 e e Due to the lockdown announced in India at .00
STEER :T"":' Gl the beginning of last year to prevent the
oo spread of COVID-19 virus, many
organisations restructured network and
Thet siadidinh i s oo il Ppibodd s b cifiplovie by Mﬁw fabl'iGS mmiﬂm, |T'I a I'USh tl.'.l u&t
el ﬂ% i L
v, Eoording W eyher acary fum Check Posm :Ti* o even allowed conn me v H
e Pk S e S Cyber criminals misusing cloud-hosting services
Sl m:r:;:::‘;:j: computers often lacked basic cyber Cyber criminals are making use of legitimate hosting services for their malware
e st o o et ek fiae S !JI.SEHS.T: drllﬂ Mtr:E: updated E‘JE‘T'T?"E campaigns. Microsoft has mentioned that some of the known malwares like
patches and anti-malware programs. These f
R Ay e S Ba..zaanar:ler. Zloader, Lightbot, Hancitor and nthslrrs are ulsmg this tecfmiqt..le.
aftacks, according to a report by Check Point. Microsoft's experts have alerted that these email campaigns use topics like
Their survey also ranks India in the second threats of job dismissal, exposing of illegal activity and other fear tactics.
place after US among the top 5 countries Downloading and opening the links to malicious document or file hosted on
affected by ransomware attacks in the third legitimate service leads to payload. Users should avoid clicking on suspicious
quarter of 2020, links
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21 GoDaddy Employees Used in Attacks on
Multiple Cryptocurrency Services

Fraudsters redirected emall and web traffic destined for several
cr}ptmLmnmek The attacks were

T F T TR T oy ves at GoDaddy, the world's largest

domain name redistrar, KrebsUnd f [

The inckdent i@ the latest inoursion at GoDaddy that relied on tricking
employess inte transferring ownership andfor contfol Gver Targeled

domains 15 ITRGOEEI. 10 NLATCH, 1 VORE PRARINE SGim TATgeling
il HUp allvwed allackers lo assame conlrol over al
least n half-doeen dompin mames, including tronssction bokenng sibe
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solarwinds ¥

16 SolarWinds Hack Could Aflect 18K
Customans

The shill-undsldng Breach o nefecork mans woftears frm

e
(L] i i fg on Bl

s M brrommll shase’s] nam bove e blen which aml bow sy

SolirWindi cailoiery waie affecied, & B oty look posesson of o
by domamn same weed by the intruden o control infecied peeema,

o P 11 SolarWinds schmowbedged i hat hackers had merried malwsy
ﬂalml&lMﬂwﬂliuhDﬁupﬁlhﬂ-
-n-irul'm.-:hmh soaut

Fartune 560 Brea

In & Dee. 4 flag with the U8, Seowrites and BExchangs
Commisslon (S50, Scke'Winds wid roughly 15000 of s mory Gas
00,800 uivmars o Do cusbomars, and et breer than (0,550
restcmerns may have bhad an issallaiios of e Ovien prodec thei
ontminsl he malehas osle BolarWisds il (b Sruios s
oommprrnmen] iy Mo Cilior jig soomnis

=MW .COM.

And in May of this year, GoDaddy disclosed that 28 o000 of its customers'

web hosting acoounts were compromised folliwing a security meident in Om Doe. i3 Pleelye publishel o desded wriop on ihe malwre
a3} EHIE TRaT wensm T Miecrrerred (T r!pﬂl SOE0 mirmdreciuie moal m the Sole'Wiods oo prome, prossing oo
thifl 1he Ovion ssltware wua fiml csspromnsd beck m March Sniga
FimEyr diain’l explicilly sy s cwn mirmes ws the ool of Be

ks et rmfua iy v iched b clamibe Bo belp swaine fhear 1T opared o

This lalest campaign appears Lo have begun on or around Nov. 13, with an

011 TR TERPYRPPISSSS - “TPTETITY JTNTEPPR TTOTO A

“A domain hosting provider ‘GoDaddy’ thal manages one of our eofe
domain names incorrect]ly transferred control of the scoount and domain

Solar Winds Hack

Software patches update systems and pratect
them from potential hacks and infections. But,
what if the patches contain malicious codes and
hacking tools? This was the case of a recent

Here's a simple axplanation of how the massive SalarWinds

hack happened and why it's such a big deal 12 SolarWinds: What Hit Us Could Hit Others

- AL s o000 attack on Solar Winds, an American company bw remsarch ints the malwsrs that sst the sage e the Attack Timeline — Overview
s megabrrach &t [T weador BoalarWinds shesa the [rnl

that develops software for businesses to help momde e s mwmmﬁ"ﬁ

manage their networks, systems, and ik Belore Tserilag mulidoes code nie Updales Winds then _— e

information technology infrastructure. shipped to towands of mutomen. More '_""""""" the ressarch ] —
vogpesiz the insidicos methods ueed by the inbrudes o subverl the B

. menpanys siflware dewkopment pipehze muld be rrpurpoesl sgaine oy

Suspected Russian hackers were found to have i ey s ,,,mdm""' — i |

infiltrated malicious code into Orion IT i e e
I o bbog poed pobisbed Jon 1), SolerWinds sakd the stteckers first R R TS

Slorm. an application proviged El.r olar : —— —

inds, used to manage IT resources, targeting wan lesling, o to marreptitiously Inject

B 'Y S

g E g hachdoors wdo Drkom, & sibe of fooks ased by m Fuoarts (il
in the process to hack several national agencies mrpep st sty et bt i e e
and private companies in the US. — meage: SolorWinds.

According bo BolarWinds and a techmical analyzis [rem CrowdBirike,
Az per current reports, several technology - mm’lu s T b e kS Bk Wl e

companies including Intel, Cisco, VMware and : = dusigmed specifically for e o ubdermising SelarWisds scftwars
Mvidia suffere ar Winds nack. rSE:I.Iﬂh'r d devrlapment ph-m. mt!H mireemafully |naen  thelr malleous
and Infrastructure Security Agency (CISA) of the

U5 government, and FireEye Inc were the first
to report these attacks.
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The 3 Most Common Types of BEC

r| S REIASSE NTACKETE Wil B b & eomparry DEC o e PRI sey dpisa invoics sehsbmas ps ona of the
| (Ey exiecutve i ey ilermpd i fool iy bevedl Of emgloyis = O Thed maapor Typas of DEC scamd. These aflacks commaonty tanget
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18 VMware Flaw a Vector in SolarWinds Wivbware™ Workspace ONE Access Using Compromised g BBk, hach 8 pEpChoRsgRCal rnpdsiion 43 Ik faops PuTBaes Bt inas This reas of B inveies unehanged, making i ddfieun 1o
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paymanl AMong many sirklogaeds

KrebsonSecurity

Uliaushilly, CE] Wrisasd) i emdsls. i BO0ial arginaeing, bl Hisy

IS, government cyberseourity agemcies warned this week that the Busmmary someeTes an by Spear-phsteng afacks that . e stacus spogls the

i 3 d f — S s — L e ———

stlacker behiml the widempread bhacking spree semming fram the e s s - . Hecrenirvei il Hiapgrn. Wi Dinkion Wieonti el inaoheis using phishing
empimmss 5 network sefteare frm SalarWieds weed weabessses in — B

_., kil e ok armaily i impessonabes the acoowrinm, the vencor, or both. Thoses
cybrallnchs iy st Likeover, This b one of Be "l\nl::?:ﬂrt: WCTARJUSS NS FepRCEDIS In ther Drosninent DIlinG Bchamaes, ch a8
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sources, among ihose was a flaw in software virtualisation platform
VMware, wiick the 118, Natinnal Security Ageney (NOA) warnsd on
Dot 7 wis bepieg used by Russen beckers bo impersonate authoried
users on victin networks

O Der. 7, 2oeo, the NEA said “Russisn state-sponsered malicions eyher
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IBM Trusteer Exposes Massive
THREAT INTELLIGENGE Fraud Operation Facilitated by Mobile emulators help steal millions of

?mmmg_nfm‘qu_umacoms Evil Mobile Emulator Farms dollars
ew Dimension’ in Cyber-

™  Espionage Tactics Oocemser 15, 2020 | By Shachar Grtzman oo authored iy imas Rasseem | 7 min rad Twenty emulators were used in the
| Mgy, Malwarstytes 1§ thi lebesl votm, Srmantes ooy § spoofing of gyer 16000 compromised

S “me:.::nm wwmﬂh:-m v 1BM Security Trustesr's mobde security research leam has maobile devices and swindle millions of
i recently discovered a majgor mabile baniing fraud operation dﬂ“'ﬁ from ﬂnan:iui institutions in
:: A T“TH‘D"";‘:"" LA e d;"""":;‘ in that managed 1o steal millions of dollars from Bnancial E d US. Each of th e
ﬂﬂ.‘. nlhm-n:;:mlmmwrmlu:hn:mdb«rr :' ,‘:h f Institutions im Furope and the LS within a matter of days in sach umm an x x ch of these atlac
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large muembers of fraudulent maney transfers being carstul to
kpap them undor amounts that trigger further neview by the

¥ bank

25 Bureau of Police Research and Development Bureau of Police Research and Development 27



Proceedings of Webinar on Emerging Cyber Security Challenges

28

PARTT LA

OVER 20 MILLION GIONEE PHONES

WERE FOUND TO BE
INTENTIONALLY INFLICTED' WITH
MALWARE

§ W

OEC 07, 2020 13:47:15 157

R Chirese court has charged Geonee for intentionally wstaliing malware on its
smartphones. Between December 2018 and October 2019, Gaones was found to be
nfecting over 20 milion smartphores with Trojan Horse via an app. actording to a
riport by China hudigmant Decument Network. Reportedly, the apo wi being used
x5 & Lol to prohil feom ersees wai ol ibed s, and olher degal means. A per the
report, the g0 wit automabcally netalied on baoness users' phones without ther
tonsent

Gionee fined for infecting 20 million
smartphones

Gionee, Chinese mobile phone maker,
was fined hr a Chinese court for

wwﬂﬁimﬂnmw
with a Trojan horse malware. The court

ound that Gionees' subsidiaries
colluded to implant the malware in
Gionee phones through an app update.
Upon automatically updating the Story
Lock Screen app, a plug-in called Dark
Horse Platform was installed on the
phones. Between December 2018 and
October 2019, unsolicited ads were also
showed to affected users to make
financial gains to the tone of 30 crore
rupees. It is not clear from available

news reports if Gionee phones sold in
India were among those affected by this
malware.
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FBI & Interpol disrupt Joker's Stash,

the internet's largest carding marketplace
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Crificials from the US Federal Bureau of imvestigaiion and interpol have selzed & small number of servers wed by

Jokmr'y $emuh, the internety Il markeiplace for =J:,'|'\-\;.I. weling viglen cmdy, tempoeanky danuping Lhe wlie’y

aclivity
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A [SFRENCHOECTIONS [ FELRO-DY | STOURDEFRANCE . FRAMCE = AFRICA CULTURE  SHOWS  FIOMT THE FAKE

Coronavirua moltice = Veew the e WTENAELONE 8 anl el i Irevelar s Rdued Uy Ui Fie 1 Bowerniman

s

Police smash 'world's most dangerous'
cybercrime malware tool

International police have disrupted the "world's most dangerous”
cybercrime malware tool used to break into computer systems, law
agencies announced on Wednesday.

The illicit tool called EMOTET was operated as a so-called botnet,
software that infects a network of computers and allows them to be
remotely controlled, Europol and its judicial sister agency Eurojust
said

Palice based in Britain, Canada, Germany, Lithuania, the Netherlands,

Ukraine and the United States teamed together to infiltrat

infrastructure.
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| ADVERTISING
18 Joker's Stash Carding Market to Call it Guits

Joker's Stash, by some acoounis the langest undergrousd shop
far wrlling moben orediv card End destiny dats, sxy s dlosing up shap
dllective mid-Febrary 5031, The hifanosienl cams on e hissls of &
turbudent year for the major cybererime store, and just weeks after 1.8

and Furopean suthorities ssined & nmber of its soreon

The Rumian and English kngmage canding stom Bl opened in O ober
g, and quickly beeame 8 major souree of "dumps® — infarmation
salen from comgromised payment cards that thieves can buy and use 1o
oreate physioal counborfel copies of the cards

Bul @030 lumed oul o e a bough year e Joke's Blash. As oyber
ielligenee frm Inrel 471 nobes, the aerssor of the stere anseanesd in
Octobar that ha'd contracted COVID-14, ipending & wesk in the hospital
Arviznd Usal lme, lelel 471 sae many of Joker's loval ceslomen slarfoed
eremplaining ikt the shep's payment mrd data quality waa incressingly

Then on Dec. 1f, zoso, seversl of Joker's bong-held domaine began
displaying noilees thet the ke 1

!Emr afl Justiee and I“"ﬂ_‘ The cnma shop quickly
PecoRETed, MOovEng 0 (w0 wre amd assmnng the undergronnd

N comesunily thal @ woukd continue fo operale pormally

Comnini ewtimnates thai Joker's Flah prormied mory thas 8 bl dollas
in revenue vver ibe past several vears. Much of thal revenue ame [rom
high- pradile hreached, Indading reni of mdliens of paymen sard eonla
solén (Fom major merchants meliding Saks Filth Avenue, Lond and

Tuyloe, Rehe Stores, Hilim Hotels, Jason's Dell, Whale Foods,

Wawa, Sonk [rive-In, the lly-Ves supermarket chain, Bucs [N Bepps,
sl [Mckasy's DALY

Joker's Hlaih roulmely teased by brosches days or wocks in sdvano of
eeling prymeni cand reweds solen from those compamies, and
pericdically linked to this site and other media cutlets as prool of his
shaf's pufererad aful ahen Beiry

Like many other lop cybercrime hisiar, Joker's Staih wad & Srequent
target of phishers looking 1o Ap off unwary af ansophagicsted e 18
23018, Krehs(nSecurity detailed s vast notwork of fake Joker's Slash sites
ool up b sbedl kogan credentials and bilosn. The p
bk, Bo Lhe crenin of & Pakintbans wels sibe dosi

iy diled &l (reoed

firpa Mlasy of Ehowe fake

uilen wre sill potive (e.g. jokersstash], sy

As poted here in 20aé, Joker's Stash stiracted an impressive sumber of
custommirs wha lept five and slx-digh balasoes st tha shop, and wha wers
granted sarly sooess $o pew hrosches a8 woll s @oep disoounts for balk
by Thiss "partess™ cuslomerns will be green the opporfussty o cash oul
their sooommts. Hud the majority of Stash customens 4o nof esjoy this
wlabes, and will Bave 1o spend Wheie balanc by Feb, 05 o loeleil thoss
Fumsis
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Law enforcement take down three bulletproof VPN providers

The three VPN services provided safe haven for cyberciiminals to carry oul ransomwang allacks, web

skimming operations, spearphishing, and account takeovers
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Secure Comms: Cracking the
Encrypted Messages of Balkan Crime
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Man convicted after FBI
alert Cork gardai he
accessed child

The FBIl contacted gardai in West Cork about a persan
accessing & dark web site related to the exploitation of children
free years ago and now he has been gioen a bevo-year
suspended pail sentence
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Arrested in Palma for possession of child pornography videos

Thie palice discoversd it when they had his computer repabred and samerves fles wiih sexoally explobied
children appeared

S 000
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Ukrnine arrests Clop rnnsomware gang members, seizes servers

By Sergiu Gallan

¥ hbipa o e Blea
Ukrainian law enforcement armestad avlercriminals assaciated with the Clop ransonywane gang and shat down Fr——
Indrastructure wsed im sttacks targeting victims worldwide i i v aacarity)
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First on CNN: US recovers millions in cggtucurrenqr
paid to Colonial Pipeline ransomware hackers
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Thornberg: Anom "a formidable gold mine” weLr
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More than 20,000 arrests
in year-long global

crackdown on phone and
Internet scams
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What, in terms of law
enforcement strategy, is
common in these success
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Aim:

7 | Objectiv

Cyber Research =
b )

and -
Innovation Centre Enable

Research based
response

Objectives:
i. Create strategic partnerships
ii. Identification of Research Problems based on the inputs from field
iii. Leverage the strength and expertise of all such entities
v Examine gnd-recommend measures to strengthen Legal and Strategic

INTERPOL Support
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SESSION - 1I:
Anatomy of Phishing Attacks

(Sh. Venkata Satish Guttula)

The next speaker, Sh. Venkata Satish Guttula, CISM, CDPSE, CDPP Director - Security,
Rediff.com India Ltd elaborated the detailed anatomy of Phishing Attacks, their types and measures
to prevent such attacks. The statistics of cyber-attacks using phishing techniques has increased steeply
during the last few years. More than 90% of targeted cyber-attacks used Spear-Phishing in the initial
phase to gain entry to the organization’s network.

The use of Phishing URLs in Emails has been increased tremendously in the previous few years
and one-third of the data breaches that happened in this time frame involved phishing attacks. To
instantiate some are the ones faced by Maersk due to which it lost the business of about $200 million
to $300 million due to NotPetya Ransomware received from an Email. Business Email Compromise
fraud saw significant losses and COVID-19 related Email attacks increased by 667% and 18 million
such Emails were seen in just 1 week during April last year(2020).

Phishing attacks and the underneath techniques used have also been explained in detail.
Phishing is a technique used by cyber-criminals to send genuine-looking Emails and make the user take
action. These actions can be replying with personal information or clicking the link in the Email and
doing some transactions etc. Attackers also take advantage of natural disasters, epidemics, pandemics
to send malicious Emails under the pretext of local authorities that are in charge of dispensing various
help, aids or have been offering other support initiatives.

Types of Phishing involves Mass phishing which is a type of large volume attack intended to
reach as many people as possible. Spear phishing is a targeted attack directed at specific individuals
using gathered information to personalize the emails and to make the attack more difficult to detect.
Whaling is a type of spear-phishing attack that targets “big fish,” including high profile individuals
or those with a great deal of authority or access. Then comes another variant of phishing which is
Clone phishing involves a spoofed copy of a legitimate and previously delivered Email, with original
attachments or hyperlinks replaced with more attractive versions, which is sent from a forged Email
address therefore it appears to be from the original sender or another legitimate source. Advance fee
scams are also there which requests the target to send money or bank details which can be misused
through phishing techniques.

Bureau of Police Research and Development
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Common Baiting Tactics are also used to trap people and get their significant information
like Notification from a help desk or system administrator asks you to take action to resolve an issue
with your account (e.g., Email account has reached its storage limit), which often includes clicking on
alink and providing the requested information. Advertisement for immediate weight loss, hair growth
or fitness prowess, serves as a ploy to get one to click on a link that will infect a computer or mobile
device with malware or viruses. Attachment labelled “invoice” or “shipping order” contains malware
that can infect computer or mobile device if opened. It may contain what is known as “ransomware,”
a type of malware that will delete all files unless a person pays a specified sum of money. It involves
the use of notifications from what appears to be a credit card company indicating someone has made
an unauthorized transaction on a persons account and if the link to log in to verify the transaction is
clicked, then important information like username and password is collected by the scammer. A fake
account on a social media site mimics a legitimate person, business or organization or organization
linked with an online game, quiz or survey to collect information from personal accounts.

Punycode is a representation of Unicode with the limited ASCII character subset used for
Internet hostnames is also explained. Using Punycode, hostnames containing Unicode characters are
transcoded to a subset of ASCII consisting of letters, digits, and hyphens, which is called the Letter-
Digit-Hyphen subset.

To detect a Phishing Scam, one can notice things like spelling errors (e.g., “pessward”), lack
of punctuation or poor grammar, hyperlinked URL which can be different from the one displayed, or
it is hidden, threatening language that calls for immediate action, requests for personal information,
announcement indicating a prize or a lottery won or requests for donations etc.

Email Spoofing is also a technique used for phishing. In this fraudulent Email activity, the
sender address and other parts of the Email header are altered to appear as though the e-mail originated
from a different source.

An Email header should be viewed as a safeguard measure to detect phishing. To view the
Email header in Rediffmail one should open an Email. Find and click “See Details”, then click “Show
full headers” and to View, an Email header in Gmail one should open an Email and then find “More”
(three vertical dots), choose “Show original”. Viewing an email header in Outlook involves opening
an Email and then find “More actions” (three horizontal dots), choose “View message source” and
viewing an Email header in Yahoo involves opening an Email and then find “More actions” (three
horizontal dots), choose “View raw message”

An Email can be traced to its IP address through header information but due to recent changes
in the privacy policy knowing the exact IP address has become tedious. Some software tools can also be
used to get header information or delivery information.

Some Compliance and Mechanisms can be incorporated into the mail system to strengthen
security. Some such instances are the use of SPE, DKIM, DMARC etc.

Sender Policy Framework (SPF) is an Email authentication technique used to prevent
spammers from sending messages on behalf of one domain. With SPE an organization can publish
details of authorized mail servers. SPF is a DNS text entry that shows a list of servers allowed to send
mail for a specific domain. The domain owners/administrators are the only people allowed to add/

Bureau of Police Research and Development
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change the main domain zone. Hence SPF in a DNS entry can be considered a way to enforce the fact
that the list is authoritative.

Domain Keys Identified Mail (DKIM) is an Email authentication technique that allows the
receiver to check that an email was indeed sent and authorized by the owner of that domain. This
authentication is done by giving the Email a digital signature. The recipients can know if the message
has not been faked or altered in transit.

DMARC, which stands for “Domain-based Message Authentication, Reporting & Conformance”,
is an email authentication, policy, and reporting protocol that is designed to detect and report Email
spoofing. It builds on the widely deployed SPF and DKIM protocols, adding linkage to the author,
domain name, published policies for recipient and handling of authentication failures, and reporting
from receivers to senders, to improve and monitor the protection of the domain from fraudulent Emails.
BIMI (Brand Indicators for Message Identification) and SMIME can also be used by organizations for
further security to avoid such attacks.

The slides of his presentation are as follows: -

Bureau of Police Research and Development
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Anatomy of A Phishing
Attack

30 June 2021

How Email Works
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E-mail communication between a sender

‘Alice’” and recipient ‘Bob’ Some statistics around cyberattacks involving

email

* More than 90% of targeted cyberattacks used
spear-phishing in the initial phase to gain entry to
the organization's network

* In 2018, phishing URLs in the emails detected to

be more than 269% than in the previous year of
2017.

* One-third of the data breaches that happened in
2018 involved phishing attacks.

Some statistics around cyberattacks involving
email

+ Maersk lost the business of about 5200 million to
A 5300 million because of NotPetya Ransomware
received from an email.

r ! | * Business Email Compromise or CEQ Fraud saw
“( d on t g Et h DOkEd z / losses of about 5676 millian
i + COVID-19 related email attacks up by 667% and

18 miillion such emails were sesn in just 1 week
during April 2020.
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Common Baiting Tactics
Phishing

Notification from a help desk or system administrator

F‘his-hing isa tEChr‘quUE used b'g' c',rhl:rcrim'rnuls to send Asks you to take action to resolve an issue with your account (e.g., email account has reached its storage limit),
genuine-looking emails and make the user take actions. These which often includes clicking on a link and providing requested information.
actions can be replying with personal information or clicking Advertisement for immediate weight loss, hair growth or fitness prowess
the link in the email and doing some transactions etc. Sen : @ ploy to get you to click on a link that will infect your computer or mobile device with malware or vir
* Take advantage of natural disasters, epidemics, pandemics, Attachment labeled "Invoice” or "shipping order” _
health scares, political elections or timely events Contains malware that can infect your computer or mobile device if opened. May contain what is known as
¥

“ransemware,” a type of malware that will delete all files unless you pay a specified sum of money.

* Attackers are sending malicious emails under the pretext ion from what appears to be a credit card company
of local authorities that are in charge of dispensing ati eone has made an unauthorized transaction on your account. If you click the link to log in to verify
government-funded COVID-19 support initiatives. the transaction, your username and password are collected by the scammer.
Fake account on a social media site

Mimics a legitimate person, business or organization. May also appear in the form of an enline game, quiz or
survey designed to collect information from your account.

Brand What the user The Punycode

Punycode

Spear Phishing — Targeted attack directed at specific individuals or companies using gathered information to personalipe the message and + Punycode is a representation of Unicode with IKEA ikea.com xn--iea-fba.com
maie the scam more difficult 1o detect the limited ASCI character subset used for
Internet hostnames. Using Punycode, host
names containing Linicode characters are

Lidl lid|.com ¥n--lid-xbb.com

Whaling - Type of ishing attack that fish,” including high-profile individuals or those with deal of autha ey
e bt e s e e i bt oniaititl transcoded to a subset of ASCII consisting of Milka milka.com xr--mlka-lza.com
letters, digits, and hyphen, which is called the

Letter-Digit-Hyphen subset.

Milka milka.de ¥n--mlka-1za.de
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Can You Spot All of the Errors
in This Phishing Email?

Detect a Phishing Scam

. o » - Payment Declined -~ Update Required Immediatehy?!
* Spelling errors (e.g., “pessward”), lack of punctuation or poor

grammar
* Hyperlinked URL differs from the one displayed, or it is hidden

2 Imitating 4 Urgency 5
known brand
urgency Imparsonal Punctation Rollover Eh{_?'l'fs
malicious link
Foar tactics Fake email and grammar
address mistakes

Sense of

* Threatening language that calls for immediate action
* Requests for personal information

* Announcement indicating you won a prize or lottery
* Requests for donations

_ L Impersonal _ Copyright
date is incomrect
Scare tactics Mot real ZIF file
customer Location is

service incorrect

Copyright © 2012 Apphe Inc
Al rights reserved
3 Loop, Madisoneille KY 42001

[ apple-mvoice.zip Download

Can You Spot All of the Errors
in This Phishing Email?

Fayment Declined -- Update Required Immediately!

From: ApplePay Support <customer_support_ref_&apple.com

(L X hitp:/appel-pay.com
Dwar Appile Liser,

It has come 1o our attention that you're recent payment was declined. An update IS

required immediately. -'"ﬁ"- l::’ i3| e Pa"}'{

To make this change, visit the support section at the link below.
https:iwensapplepay comisubscriptione/payment-update
H you do not update your payment information in the next 24 hours, your acoount will

b deactivated.

E

gl ey Mgl ID o pariversd

Regards
ApplePay Support

Copyright © 2012 Apple Inc
Al rights resensed
3 Loop, Madisonville kY 42001

[ apple-invoice.zip Download
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Sample Phishing Email

htp/appel-pay.com Subject: EMAIL domaintech S veRsiON UPGRADE
A - mini@ mailbox.com=

Wed, 5 Aug 2020 20:04.57 GMT=0330
I T S,
Show full headers | Mark as safe

MNate: Please be careful while dovnloadng attachments of chcking on inks in Junk emads as they can be dangerous

ATTENTHON: This emadl is sent by an extemal sender, Do not click Mnks or open attachments unkess you necognioe the sender and know the content is sate.

Dear
Your emad account curmenthy needs the annual email version upgrade

Mot a legitimate Missing " - Apple 1D
- e Apple Pay ;
Apple website navigation bar is misspelled homepage doesn't
address and footer require password

HE : Your sccount will soon be blecked from sending message if not Upgraded to the New Email version .
Plgase cick on the below Server Link 10 complate the néw email version upgrade

Sample Phishing Email

Subject: This Is Little Harshan's Last Chance At Life, He Needs A Heart Surgery Urgently
Harshan <panel@realtyredefined co.in>

Sample Phishing Email

Your account has been suspended (Ref - 83783745650) Sk it e o e e
2 +
SRR AT . = bl
: ﬂ: rahoc.com S full Paders | Mark o sabe | View blocked images
Pdchir Flidia D Cire wvtally iramicdadreg SR rrsenh ¢ iy =1 k @i 31 - L L1

' ATTENTHN: This emadl 15 sent by an eciernal sender. Do net chick Bnks o open JHIChments uniis you Mecognade the sender and Enow the consent i

Dear Customer,

This Is Little Harshan's Last Chance At Life, He Needs A Heart

Your PayPal scooust Ras bssn temporariy reatricted W bave foend suspicice activity on credit

cardi Bnkid 19 your PayPad aboount. You muil confinm your ident Ar b esnlwm CEhad yow awn The
ermdit card Surgery Urgently
Ta maisdain stcaunt iecurity, plaase provide documents that casfirm yemr idenlsty "My babry's haart b falling.” Hemiatha says, hee grim face wet with thars. " The doctors

say that his heart hasn't developed properly. | dont know what | did wrong that my child

Log in to Paylal s suffering ~

Right after baby Harshiam was born, he staried gasping for air. He couldn't get encugh
After yora complete tha requeited tink, we will review the sccount and contact you sbout 1 tabes aaygen Bbcauis of which his body atared uining blue

within 5 working diys

Thainik yos far your sttentson to thes protbem

h6 Bureau of Police Research and Development Bureau of Police Research and Development A
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Sample Phishing Email

Attention: RBI FINAL PAYMENT MOTIFICATHOMS OF YOUR WINMING PRIZE CR 7200000000 INR

Beerve Bank of india & -
A i et clinabilacd all images and Bnky b this sl 1 you Belive it i gale 10 ne, mark this mecaige f not pam

THE REI.RESERVE BANK OF INDUA (INDUA CENTRAL BAMNK)
ELECTROMIC TRANSFER DEPT, §_SANSAD MARG
JAMEPATH NEYY DELHI H 0 110001 -HEW DELH

PAYMENT MANAGER MRS MADAM SANDRA THOMAS
EMAIL 1D - ppieasnglmndoomadamiomal com

Amgnbin FEBI FINAL PAYMENT DETAILS OF YOI WINMNIMG PRITE OF CHR T 200 000 00 IMR { S T CRORE AND 2 LARH RUPEES )

Tha REl are wery happy 1o indonm you Thad you have won the sum of 51 000, 000000 LS {51 MILLICH US DOULARS JEqgurvalend o Inda Rupsss of OR

T 200 000 00 INR { RS T CRORE AND 2 LAKH RUPEES ) from | WiORLD BANK OF S\WITZERLANDY COMPENSATION & DONATION AWARD FROMOTION
PROGRAM YEAR 2021, To Compismats | ALL THE SCAM VICTIMS IN IHDA COUNTRY | and & Suppd the POOR PEOPLE m the COVID- 18 LOCK.
DOANN CRISES ¢ MARDY LIFE ¢ HUMGERS AMID FALLING OF BUSINESS and o snabie peopls o ENLARGE THEIR BUSINESS and suppor] T FAMILYS §
Thir REI Rersanve Biank of bncka wishirs. io indonm you Thist your winnng prze deposied in RBI Reserve Bani of Indes . ready nd waibng i b iransser indo
your Bank Acoust NEXT WEEK MONDWY thivugh the RBI BIGHT PAYMENT MAMAGER OFFICE, Thed & i idcdm pou vy URGENTLY &nd wary CLICELY
Thad your wehieng prce of CR T 200 000 00 INR { RS T CRORE AND 3 LARH RUFPEES | & saedy 1o b bandber nls your Bank Accound on MOMDAY
MAORMING BY 11 30AM ke Local Tume, AN the Venhcateon & Procesiang and all B Comphebons Romsakbe 16 cormplit your arrsier on MONDAY have
by DONE mnd COMPLETELY and your Wiening peize of CR T 200 000 00 INR [ RS 7 CROSE AND 2 LAKH RUPEES | = now ready 10 be rarsfor nlo your
Buwnk Accoiunl DM MONDAY MORNING BY 11 30 AN treough the RBI RIGHT PAYMENT MAMAGER OFFICE, The REI GOVERMNOR advitn you el
& contact e REI RIGHT PAYMENT MANAGER thicugh EMAIL ADDRESS and Claam your Wierang Prce of TR T 200 000 00 INR { AS T CRORE AND 2
LAKH RUFEES § [ PLEASE FOR THE S&FELY OF YOUR WIRNING FPRLIE ANCY TO S00I0 WRIONG PRYMENT. The R Gowemor scviss you I
RECONFIRM your BAMKING DETAILS sgain & send it i the REI RIGHTFUL PAYMENT MANAGER i chargh 50 i you Bnd YBNSRN your winning (W o
your Bank Arcoutd ON MOMDAY MORNING BY 11 30AM 100% GUARANTEE BY R8I GOVERKOR

Sample COVID-19 themed phishing email

Mew programme against COVID-19

@ o £GOV UK Natifys

GOV.UK

The government has laken urgent steps to list coronavirus as a notifiable
disease in law

A5 A precaulion meaasure against COVID-18 in cooperation wilh Mational
Incsurance and Mational Health Services the govesmement astablished new bax
ralund programeme for dealing with the coronavinis cuibreak in ita sction plan,

Yo are elgitle 10 ged & fax refund | rebala) of 138,34 GBP,

ACCEES YOuT [UFHES foW

The funds can be wed o prolect yoursell againsl COVID-18(
hitps: e, nha. ubicondilicnsitoronanings-covid- 15/ precautionary measune
Against corona }

AL 6.1 5pm on § March 2020, a statulary instrument was made inbo lew that
adds COVID-18 o the lst of notifiable dssases and SARS-COV-2 to the list of
nolifiabl causative apenis.

Bureau of Police Research and Development
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Email Spoofing

* e-mail spoofing: fraudulent e-mail activity in which the sender address and other parts
of the e-mail header are altered to appear as though the e-mail originated from a
different source

Sample Spoof Email

hi w

& © May 10th, 2021 ¥

T
To: N 5o roionmailcom Show details

Thizs amail has failed its domain's authentication requirements. It may be spoofed or Learn more

improperhy forearded!

Bureau of Police Research and Development
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Viewing an email header in Rediffmail

Open an email. Find and click “5ee Details”, then click “Show full headers®

e il B L

! e g CHRge

LT e

e TR L e et

How to view Email Headers

7 3 aleden il Bee e WOORY i B BE A
T G, I K

e B

1B g1 e

o, A s e v

0T Dl e bty Lt i Venkata

Siys Tools Mlaix o I8 oomproersho ol formnsios Bool Mosd by Feandn
Dagital Forensacs Investicalon across He word

MalXamingt provides T folicwing sakiont loatures

+  Suppor lor 40« smal formats

Viewing an email header in Rediffmail o _ _ _
Open an email. Find and click “5ee Details”, then click “Show full headers” VIEWIng an emall header In Gmall
_ Open an email. Find “More”™ (three vertical dots), choose "Show original.”

-3 F—
rediffmail =
Small sculptures @ © s & ©
ite el = Bk W, Baply O, Rupdy A A Forwaed ™ Bl Moverad * Dote @ Spam
== = Introduction to SysTools MailXaminer to e = -, Beply
: Froami Sy Tooes, el pmas’ ~#1n 300ty siootgioup o onh Fo 17 Jan 2000 1134 53 irich Eacei v
= To Yook i oler | Ees Dels W Forward
| otmcteman!
b Filter messages like this
B [ B Artfinder er messages ke
__ | -
i e i
Daily finds  Artists  MNewin Sales
# Fokdern 3 T Add Alice 81 Artfinder 1o Contacts list
4] Asdrann Baak Delete this message
alendar Block "Alics & i e
& medssmail for Mobite  EEK Hi Verkala:

£ 52 Anal com W Lmesa
Declairesy | Privicy Poscy | T4 SynTools MalXamng |5 comphshanshas small s tool led by humdn
o Digtsl Forshiics Invastigalon Sonose tha word.
Show ongenal "

Malamings pravidbs tha Tollvwing salient faabsros a2

*  Support for 40+ pmad Tormats

«  Buppait fof Cloud basad smail collaction

v memmm sich Dplions

Evrnndd lvin e diinls fueemabe

Translate message

Downiosd message
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Viewing an email header in Gmail

Open an email, Find “More™ (three vertical dots), choose “Show onginal.”

Original Massage

Mirssaga 10 =cablSaaldbcBaats THd0093c35 624 Wadh2 20190416111248 Sh2cd04Te8 1370604 2Email3d si 1T mosy nisl=
Created at Tuse, Apr 16, 2018 at 213 PM (Delivered after 182 sachnds)

From Alce at Artfinder <infoanfindar com= Using MalChimp Mailer - **CIDSb2cd04TcBE2c430ad02""

To roman tkachew@gmail com

Subjpct Srmall sculplures i

SPF PASS with |P 198 2 18134 Learn m

DKIM ‘PASS’ with domain mailchimpapp.net Leam more

Viewing an email header in Outlook

Open an email. Find “More actions” (three horizontal dots), choose "View message source.”

=BT § %

Focused — Cithar Filter DTS - Main List: Please Confirm Subscriptioy Reely #
— Forsard
Death to The Stock Fhoto Death to The Stock Photo <david@death
DTS - Main List: Please Co... 1531 AN fnthesiockphoto.com > Rapdy 34 Dry maetin
JUST ONE MORE STEP Click the link below T 1 1
Dalete
Yesterday BRI 33 P
Flag

"
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Viewing an email header in Outlook

Open an email. Find "More actions” (three horizontal dots), choose “View message source”

Viewing an email header in Yahoo

Open an email. Find "More actions” (three horizontal dots), choose “View raw message.”

i Rack W Gy wp

Welcome to Architectural Digest Mk 3 Urpesd K
Stad L
@ Arehitectural Digest Bhock senders =i
»: romis_gomis@rahos.com

Vi (I MEigE o)

& o
Bt I

Weloome to AD! All week, vou can expect to find

te tomrs of stars I'.b!l'.l"'

architecture, in

tips, and envy-in

aditors

Discover even more content on archdigest.com, and enjoy

a free download of our Travel guide with destinations for

design lovers to see mext, below. Happy reading!

Amy Astley, Editor-in-Chiet
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Viewing an email header in Yahoo

Open an email. Find “More actions” (three horizontal dots), choose “View raw message.”

E-Apparently-To: rosls_posisiyehes, com; Tha, 10 age 2019 OF:d6:46
Beturn-Path: ovommhipd f1hebdcemg pakbdpdim gakbbire_sfbounce nsvletters archdigest  coms .
Recelved-SPF1 pass (domain of bowsce.newsletters.archdigest.con desipnates 74.112.65.117 as persitted sender)

K-7HallT%0: FRVIXhEWLOT Bl Rask oP LOSvUMT shd 10 £ vDP Sl 2085
AT E Y TESBE M e ARV 1k A QT IR (ronrby . SLEAEYY
RudPLvWTT . hPHS01E 7 a% g LSS i JEEN s Vtnmie & BOPar LT W ptiive 2P
YnllugeyScarl IBMIF TTFFANYRITT JBIBhY YT _bvBdINEFnl_HPlcw f
e SO0 DGl AL L T ey Todp 2 S Teolal 2GF lal EVEia oL pd 1ohe
Tulhs sl Tudd 3004 Pmadigraghs v Tt RigicT s e 2l g8 ATvExAlagd
YEhFRlanp Tivg SSORITERX]  YO1 TIWy SPABnOhaFoIWl] sddskaniewy
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Trace Email (Header Analyzer)
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e M-
hisriinss Allows the owner of a domain to specify which mail
Gorat tjec | servers are allowed to send mail on behalf of the domain.
Delivery Information I y £ e
ST The domain owner publish a record in DNS specifying
> O SeF Agnent which mail servers are authorized to send mail for his
» @ DKIM Alignment dﬂma.ln4
» © DKIM Authenticated
Relay Informetion When a mail server receives a message claiming to be
o Gy = from that domain, it looks up the spf record for that domain
S and it checks if it came trough one of the allowed malil
servers.

Domain Keys

|dentified Mail
(DKIM)

Sender Policy
Framework (SPF)
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* Domainkeys was first introduced by yahoo
In a private agreement with paypal and
ebay, then since 2007 a draft RFC

* DKIM took the main concepts from the
yahoo proposal, incorporated some cisco
ideas and appeared as an RFC in the same
year, last version is RFC6376 Sep 2011

Domain-based Message Authentication,

Reporting & Conformance (DMARC)

68 I Bureau of Police Research and Development

DMARC or Domain-based Message

Authentication, Reporting and
Conformance is

* an email-validation system designed to detect and
prevent email spoofing

W h at [S # It can also help combat phishing and thus protect
your reputation
D M A R C ? * aframework that works on top of Sender Policy
Framework (SPF) and DomainKeys |dentified Mail
(DKIM)

Bureau of Police Research and Development I 69



10

Proceedings of Webinar on Emerging Cyber Security Challenges

BIMI (Brand Indicators for Message Identification)

(r .
Rediffrrail logn OTP

| G
150404 @ O Wddiing

£ Rediffmail login OTP

S %) o
| BIMI Logo "0 T-.‘a-rn Rediffmail N

SMIME

Plaintext Encrypted Email Plaintext

2 2

Sender Recipient’s Public Key Recipient’s Private Key Recipient
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SESSION III:

Cyber Security as a National Security Issue

(Dr. Sandeep Shukla)

Dr Sandeep Shukla started his talk on Cyber Security as a National Security Issue by introducing
the difference between cyber crimes and cyber attacks. He explained that cyber crime may be defined
as crimes that are taking place through the internet, computers and smart devices. Cyber crime may
or may not be carried through cyber attacks. Whereas cyber attacks are online attacks performed to
compromise confidentiality, integrity or availability of systems and information. Cyber-attacks may be
used to commit cyber crime or create civil and administrative problems.

Dr Shukla further shed some light on IT Act and its role in bringing cyber criminals to justice.
He further discussed the reporting of cyber crime to CERT-IN and NCIIPC.

Dr Shukla mentioned multiple examples of such Cyber Crimes such as:

i Jaamtara Gang and Financial fraud on unaware citizen

ii. Impersonation on social media - use of simple passwords by users, not using 2-factor
authentications

iii. Honey Trapping on social media — completely a social engineering-based crime

iv. Child Pornography creation and exchange

V. Taking over someone’s WhatsApp account — done through social engineering

Vi. The promise of employment on social media and then requesting the job seeker to pay
fees

vii.  Deep fake videos, images, voice recordings

viii. = Ransomware attack on individuals for money
ix. Blackmailing based on content leaked

He further discussed the strategies for fighting Cyber Crimes including, Cyber Forensic
capability, Insider intelligence, Tracing IP addresses, Tracking cryptocurrency movement through
blockchain analytics, AI/ML capabilities to detect deep fakes, Extensive information on mapping

Bureau of Police Research and Development
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IP addresses and their activities, Counter Hacking capabilities, Spreading awareness extensively.
Cyber Attacks are done by exploiting vulnerabilities in the network, hardware, O/S, Firmware and
Applications, which involves, Cyber Attacks that can breach confidentiality (Privacy), Breach integrity
(change data - false data injection), reach availability (denial of service). Cyber Attacks can also be
used in cybercrime, and Cyber Attacks can also damage systems including IT Systems and Industrial
Control Systems.

Dr Shukla discussed many incidents related to Cyber Attacks on IT Systems and Industrial
Control Systems, including:

. Targeting the Indian Power Sector

. Cyber Attack causing the Mumbai Power Outrage

. Cyber Attacks on Global Power Grids

. Track Malware Attack on India’s largest Nuclear Plant
. Attacks on Nuclear Fuel Enrichment Program

Dr Shukla also discussed the actors who are Attacking our Cyber Space. He mentioned the
role of Nation-State Actors, Terror outfits, Criminal Gangs (esp. Ransomware gangs), Hobby Hackers,
Script kiddies etc. in attacking our Cyber Space. Some examples of State-Sponsored Threat Actors are:

> Target Sector — high-tech sectors, IP stealing

. Spear-phishing to drop rootkits, keyloggers, credential stealers
> Target Sector — Engineering and Defense
. Poses as prominent individual and spear-phish

> Target Sector - telecom, travel industry, IT firms, High-Tech Industry

. Spear-phishing and penetrating vulnerable web servers
> Target Sector - Financial Institutions
] Custom malware families — backdoors, tunnelers, data miners, destructive

malware, ransomware
> Target Sector — various industry verticals in South Korea, Japan, Vietnam, Middle East
. Word Processor, Adobe Flash, Web site compromise etc
> Target Sector - IT, High-Tech Industries, Governments, R&D organizations, Education
. Spear-Phishing

He discussed our Cyber Security Philosophy, mentioning about Perimeter Security is not
enough, which includes, Firewall misconfiguration and breaches, Authentication bypass, Insider
Threat, Social Engineering, Phishing, Smishing, Vulnerabilities in Commercial Perimeter Defence etc.
Moreover, he pointed out that Resilient Design is a must, that involves:

Bureau of Police Research and Development
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o Continuous Penetration Testing, Patching and Testing Cycles
. Threat Intelligence-based monitoring and IDS Technologies
. Fast Detection, Containment and Islanding mechanism

. Development of robust protocols and Software solutions

. Development of effective and useful SIEM Solutions

. Awareness and vigilance training

He further discussed the NIST Cyber Security Framework that includes identifying, protect,
detect, respond and recover. He briefly discussed the C3i Center Research and Development for
Securing Power Grid at functioning in IIT Kanpur. The centre involves various labs and activities like
testbeds, National Vulnerability Database, design and development of Intrusion Detection System,
Malware and Botnet Detection, Malware Analysis, Siemens PLC honeypot, Anomaly Detection in
Physical Dynamics under attack.

Finally, Dr Shuklasummarized his talkincluding the following key points: Critical Infrastructures
(Power Grid, Water/Sewage Plants, Railways, Air Traffic Control, Traffic Systems) are ripe targets for
APTs and State Actors. If drastic actions are not taken fast — we might be sitting on a ticking time bomb,
and C3i Center and C3i Hub are engaged in doing their part but more research, development, courses,
awareness programs and systematic efforts are required.

Bureau of Police Research and Development
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Cyber Crime vs Cyber Attacks

» Cyber Crime
» Crime committed with cyber means

» Through Internet
» Through Computers, Smart Devices

» May or may not be carried out via cyber attacks
» Cyber Attack

» Attack to compromise confidentiality, Integrity or Availability of
Systems and Information

» Attack against Computers, Devices, Networks

» May be used to commit cyber crime or create problems

T4 Bureau of Police Research and Development

Cyber Security as a

National Security Issue

Sandeep K. Shukla

Interdisciplinary Center for Cyber Security and Cyber

Defense of Critical Infrastructure

[ rq, ﬂ IIT Kanpur

IT Act and Cyber Crime

» The current |T Act conflates the concept of cyber attack and cyber crime
» IT Act defines the following as punishable

¥ Act of accessing computers/information systems without permission of the owner

#  Act of downloading, copying or accessing without permission

» Denying access to lawful user of a computer system

»  Impersonating through unlawfully using someone's password/electronic signature
» Publicizing someone else’s electronic signature information and identity theft

¥ Putting virus or malicious programs on someone's computing system

¢ Leaking confidential information

» Failure to protect adequate measure to protect confidential data

»  Quantum of punishment more for threatening national security, any of the
above in case of ClI

» Reporting to CERT-IN and NCIIPC
¢ Certain Civil Liabilities for Companies

Examples of Cyber Crimes

> Jaamtara Gang and Financial fraud on unaware citizen

b Impersonation on social media - use of simple passwords by users, not
using 2 factor authentications

> Honey Trapping on social media - completely a social engineering-based
crime

» Child Pornography creation and exchange
» Taking over someone’s whatsapp account - done through social engineering

> Promise of employment on social media and then requesting the job
seeker to pay fees

» Deep fake videos, images, voice recordings
» Ransomware attack on individuals for money

» Blackmailing based on content leaked

Bureau of Police Research and Development



Fighting Cyber Crimes

> Cyber Forensic capability
> Insider intelligence

China-linked Group RedEcho Targets
the Indian Power Sector Amid
Heightened Border Tensions

FEBRUARY 28, 2021 « INSIKT GROUPE

» Tracing IP addresses
» Tracking cryptocurrency movement through blockchain lil-Insikt Group®

analytics

» Al/ML capabilities to detect deep fakes

» Extensive information on mapping IP addresses and their
activities

» Counter Hacking capabilities

» Spreading awareness extensively

Cyber Attacks

» Cyber Attacks are done by exploiting vulnerabilities in
network, hardware, O/S, Firmware and Applications

» Cyber Attacks can breach confidentiality (Privacy)
» Breach integrity (change data - false data injection)
» Breach availability (denial of service)

» Cyber Attacks can be used in cyber crime

» Cyber Attacks can also damage systems

» IT Systems
» Industrial Control Systems

16 Bureau of Police Research and Development

Global Power Grids Are Becoming
Increasingly Vulnerable to Cyber Attacks
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Threat Research Blog

Highly Evasive Attacker Leverages SolarWinds
Supply Chain to Campromise Multiple Global Victims
With SUNBURST Backdoor

Decsmbad 13, 2020 | by FireEys

Florida Cyber Attack Raises Alarm Over
Security of Water Treatment Plants

By Tamara Lush, Alan Sudarman and Frank Bagk | Fetnsary 11, 2021
B Ermail This K Subscribe o Nawsbatier m
Article 1 Comment

Ahacker's botched attempt to poleon the water supply of a small Florida city is raising
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Colonial hack: How did cyber-
attackers shut off pipeline?
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India targeted through cyber intrusions by
RedFoxtrot linked to Chinese military
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Who are Attacking our Cyber Space?

» Nation State Actors

» Terror outfits

» Criminal Gangs (esp. Ransomware gangs)
» Hobby Hackers

» Script kiddies

Examples of State Sponsored Threat
Actors

» APT 41 - attributed to China
» Target Sector - high-tech sectors, IP stealing
» Spear-phishing to drop rootkits, keyloggers, credential stealers
» APT 40 - attributed to China
b Target Sector - Engineering and Defense
»+ Poses as prominent individual and spear-phish
»  APT 39 - attributed to Iran
» Target Sector - telecom, travel industry, IT firms, High-Tech Industry
» Spear-phishing and penetrating vulnerable webserves

Source: FireEye

Bureau of Police Research and Development

More Examples of threat actors

» APT 38 - attributed to Morth Korea
Target Sector - Financial Institutions
Custormn malware families - backdoors, tunnelers, dataminers, destructive malware,

Similar to Lazarus group (also attributed to North Korea)

= APT 37 - attributed to Morth Korea
»  Target Sector - various industry verticals in South Korea, Japan, Yietnam, Middle East
» Hangui Word Processor, Adobe Flash, Web site compromise etc

#  APT 1 - attributed to Unit 61398 China’s PLA
» Target Sector - IT, High-Tech Industries, Governments, R&D organizations, Education ....

» Spear-Phishing

Source: FireEye

Our Cyber Security Philosophy

»  Perimeter Security is not enough
Firewall misconfiguration and breach
Authentication bypass
Insider Threat
Social Engineering
Phishing, Smshing
Vulnerabilities in Commercial Perimeter Defence

ilient Design is a must
Continuous Penetration Testing, Patching and Testing Cycles
Threat Intelligence based monitoring and 1DS Technologies
Fast Detection, Containment and Islanding mechanizm
Development of robust protocols and Software solutions
Develapment of effective and useful SIEM Salutions

v?rvivirfrr'r

Awareness and vigilance training
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Test Beds
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“Many’
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India’s Cyber Security
Governance Structure

Straight from the shoulder

A streamlined cybersecurity strategy would have a strong central agency as
an anchor, with a et of institutions downstream that eoscute and enforce
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Final Words

»  Critical Infrastructures (Power Grid, Water/Sewage Plants, Railways, Air Traffic
Control, Traffic Systems) are ripe targets for APTs and State Actors

Absence of a regulation for Cyber Security Control and lack of funds

Lack of a proper cyber security governance structure

Lack of a federated cyber security protection, monitoring and response structure
Lack of Manpower and Awareness

Supply chain risk

Lack of push from the cyber security leadership

If drastic actions are not taken fast - we might be sitting on a ticking time bomb -

¥ ¥ ¥ ¥y ¥y vy ¥ ¥

C3i Center and C3i Hub is engaged in doing our part but more research,
development, courses, awareness programs are required
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CONCLUDING REMARKS AND VOTE OF THANKS

In the end, Sh. B. S. Jaiswal, DIG, (Mod), BPR&D proposed a Vote of Thanks to the Chair,
Speakers and overwhelming participation of more than 400 from State/UTs Police and CAPFs/CPOs.
He mentioned that the knowledge shared by respected experts/speakers on the various aspects of cyber
security, cyber crime prevention and cyber crime investigation has greatly benefited all the participants
in the creation of new ideas and stimulation to be carried forward and adapted to create new dimensions
of enhancement in their day to day practices to deal with the Cyber Security Challenges to combat
cyber crime.

The Organizing Team for the webinar:

1. Sh. B. S. Jaiswal, DIG (Mod)

Dr Manjunath M Gosal, SSO (T)
Dr Sarabjit Kaur, NCR&IC

Sh. Farhan Sumbul, NCR&IC
Sh. Pankaj Choudhary, NCR&IC
Sh. Gaurav Chaurasia, NCR&IC
Sh. Malladi Krishna, NCR&IC
Sh. Amit Giri, NCR&IC

Sh. Rushikesh Aghav, NCR&IC
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