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	 Cyber space is changing and evolving dynamically with the advancement 
of technologies like Artificial Intelligence (AI), Machine Learning (ML), 
Automation, Virtualization, Blockchain Networks, Big Data, Internet of Things 
(IoT), Internet of Senses, Cloud and Quantum Computing etc. With these 
technologies, 5G and the fast expanding cyber space, it is the need of an hour 
to dive deeper and to know the emerging cyber security challenges, so that gaps 
can be bridged faster.

	 With a view to assess such challenges and to evolve mitigating strategies 
and techniques, a National Level Webinar on ‘Emerging Cyber Security Challenges’ was organized 
by NCR&IC, BPR&D, on June 30, 2021 at the BPR&D Hqrs. The distinguished speakers from Law 
Enforcement, Academia and Industry delivered talks on evolving security challenges, cyber crimes and 
appropriate measures to be adapted and developed to avert them. The Webinar was well attended by 
more than 400 participants from LEAs.

	 I congratulate Dr. Karuna Sagar, IPS, IG/Director (Modernization) and his Team comprising of 
Sh. B S Jaiswal, DIG (Mod), Dr. Manjunath M Gosal, SSO (T) and NCR&IC Professionals on successful 
conduct of this Webinar.

	 I believe, the proceedings of this webinar will be very useful for our Police Forces and will go 
a long way in stimulating new dimensions of resilience and technical upgradation to overcome the 
challenges and will provide great stimulus to cyber crime prevention and investigation.

(V. S. K. KAUMUDI)

Message

VSK Kaumudi, IPS 
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	 Cyber-crime has emerged as a significant road block for the Law 
Enforcement Agencies around the world. New technologies have continued to 
challenge the skills and learnings of police investigators.

	 In the background of emerging concerns relating to cyber-crime, it is 
heartening to not that Modernization Division of the BPR&D is publishing the 
proceedings of a National webinar, organized (June 30, 2021) on ‘Emerging 
Cyber Security Challenges’. Words of wisdom of domain experts from law 
enforcement, academia and industry, on evolving security and cyber-challenges, 

would be of considerable interest of professionals in the field.

	 I acknowledge the efforts of the Modernization Divison team led by Dr. Karuna Sagar, IPS, 
IG, Shri B. S. Jaiswal, IPS, Dr. Manjunath M Gosal, SSO (T) and the professionals of National Cyber 
Research & Innovation Centre (NCR&IC) in the endeavour.

(Neeraj Sinha)

Place: New Delhi. 
Date:  August 19, 2021
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	 Realizing the fact of ever-increasing cases of Cyber Crimes and the 
need to evolve effective strategies for prevention and investigation of crimes 
taking place in cyberspace, the National Cyber Research and Innovation 
Centre (NCR&IC), a component under the 14C Scheme of the MHA, setup 
at the BPR&D, New Delhi organized a webinar on “Emerging Cyber Security 
Challenges” on June 30, 2021, at the BPR&D Headquarters, New Delhi. More 
than 400 Police Officials from State/UTs, CAPFs, CPOs and other Police Forces 
attended the webinar. This webinar was aimed to provide an interactive digital 

platform for LEAs to learn from the country’s best cyber experts. 

	 The webinar was addressed by eminent subject matter experts from Academia, Industry  
and Law Enforcement Agencies. The webinar offered a rich insight to Law Enforcement Officers on 
emerging cyber security challenges from three different perspectives.

	 Sh. Neeraj Sinha, ADG, BPR&D in his inaugural remarks highlighted the need of organizing 
webinars on the latest developments taking place in cyber security avenues. He also urged all the 
participants to learn new ideas and wisdom from the distinguished speakers present in the webinar. 

	 Sh. Madan Modan Oberoi, IPS, Executive Director, Technology and Innovation, INTERPOL 
delivered his talk on ‘Combating Cyber Crime - Trends, Issues and Role of Interpol’. He shared the 
incidents of latest trends in cyber-attacks from around the world and informed the participants about 
the initiatives being taken by INTERPOL in the field of joint investigations and capacity building of law 
enforcement officials viz a viz prevention and investigation of cyber crimes. 

Executive Summary

Dr. Karuna Sagar, IPS 
Inspector General/Director (Modernisation)
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	 Sh. Venkata Satish Guttula, Director - Security, Rediff.com spoke at length on his topic 
‘Anatomy of Phishing Attacks’. He explained various types of phishing and spear-phishing attacks and 
the methods to investigate them. 

	 Dr Sandeep Shukla, Joint Coordinator, C3i Center and The National Blockchain Project, 
Indian Institute of Technology, Kanpur delivered his talk on a very important and crucial topic ‘Cyber 
Security as a National Security Issue’. He emphasized the need of upgrading the skills and knowledge 
to identify, prevent and investigate cyber-attacks and Cyber Crimes. He also informed the participants 
about various initiatives of R&D in cyber security being undertaken by C3i Center, IIT Kanpur. 

	 The officials participating in the webinar got a good opportunity to learn and upgrade their 
knowledge in emerging cyber security challenges. They actively took part in Q&A sessions followed by 
each talk and enriched their awareness. Overall, it was an interactive and informative webinar about 
cyber-attacks and Cyber Crimes. The need for a ‘proactive intelligence approach’ for LEAs in combating 
emerging Cyber Crimes and the methods to identify and investigate phishing attacks were two main 
takeaway messages from the webinar.

(Dr. Karuna Sagar) 
Director/IG (Mod)
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Agenda cum Minute to Minute Programme
Webinar on Emerging Cyber Security Challenges

June 30th, 2021 (Through Cisco WebEx)

Time Sessions

10:00AM-10:10AM Inaugural Address – ADG, BPR&D

10:10AM-10:40AM Session 1:

Dr. Madan M. Oberoi, IPS,
Executive Director,
Technology & Innovation, Interpol

Topic – Combatting Cyber Crime – Trends, Issues, and Role of 
INTERPOL

 10:40AM-10:50AM Q&A

10:50AM-11:20AM Session 2:

Sh. Venkata Satish Guttula, CISM, CDPSE, CDPP
Director - Security,
Rediff.com India Ltd.

Topic – Anatomy of Phishing Attacks

11:20AM-11:30AM Q&A 

11:30AM-12:00PM Session 3:

Dr. Sandeep Shukla
Joint Coordinator, C3i Center and The National Blockchain Project,
Department of Computer Science and Engineering
Indian Institute of Technology, Kanpur
Kanpur, India.

Topic – Cyber Security as a National Security Issue

12:00PM-12:10PM Q&A 

12:10PM-12:15PM Vote of Thanks  - DIG (Mod)

Webinar on ‘Emerging Cyber Security Challenges’

June 30th, 2021 

PROCEEDINGS
	 The National Cyber Research & Innovation Centre (NCR&IC), a unit under the I4C Scheme of 
MHA, established at Bureau of Police & Research Development (BPR&D), New Delhi has organized 
a One Day Webinar on ‘Emerging Cyber Security Challenges’ on June 30, 2021 (Through Cisco 
WebEx) at BPR&D HQrs.  The objective of the Webinar was to provide an interactive digital platform 
and interactive session for Law Enforcement Agencies on emerging cybercrimes, new techniques 
and methodologies for investigation, prevention and modern-day challenges and to learn from the 
country’s best cyber security experts. 

	 The Webinar was organized on a high level and chaired by Shri Neeraj Kumar Sinha, ADG, 
BPR&D.  More than 400 participants from States, UT, CAPFs, CPOs and other Govt. Departments 
attended the Webinar.  Following were three esteemed speakers one each from LEAs, industry and 
academia who delivered their talk:

1.	 Sh. Madan M. Oberoy, IPS, 
	 Executive Director, 
	 Technology & Innovation, Interpol

2.	 Sh. Venkata Satish Guttula, CISM, CDPSE, CDPP 
	 Director - Security, 
	 Rediff.com India Ltd.

3.	 Dr Sandeep Shukla 
	 Joint Coordinator, C3i Center and The National Blockchain Project, 
	 Department of Computer Science and Engineering 
	 Indian Institute of Technology, Kanpur 
	 Kanpur, India.

	 Following session wise topics were selected for delivering the Presentations/Talk by the 
Panellists/guest speakers: - 

http://rediff.com/
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Session I	 -	 Combatting Cyber Crime – Trends, Issues, and  
			   Role of INTERPOL

Session II	 -	 Anatomy of Phishing Attacks

Session III	 -	 Cyber Security as a National Security Issue

	 Sh. B. S. Jaiswal, DIG (Mod), BPR&D and NCR&IC moderated the session and started the 
proceeding of the webinar by welcoming Sh. Neeraj Sinha, ADG, BPR&D as the chief guest of the 
event. DIG (Mod) explained the purpose of starting the webinar series and introduced NCR&IC to 
the participants. He informed the participants that NCR&IC is one of the seven verticals of the Indian 
Cyber Crime Coordination Center (I4C) Scheme and it has got three mandates and they are as follows:

a)	 Identify present problems regarding cyber-crime of LEAs, which need research-
based solutions

b)	 Track emerging technological developments, proactively predict potential 
vulnerabilities, which can be exploited by cyber criminals 

c)	 Disseminate the knowledge and experience of LEAs in areas of cyber-crime by 
creating a strategic partnership with stakeholders in academia, private sector or 
inter-governmental organization

	 He informed that the next webinar of this series will be conducted with a different topic related 
to cyber-crime. 

	 Sh. Neeraj Sinha, ADG, BPR&D delivered an inaugural address by welcoming all the participants 
and the distinguished speakers. He expressed his compliments to the NCR&IC team, Modernisation 
Division and DIG (Mod) for organizing a webinar on important topics of cyber security and cyber 
crime. He informed that as the rapid advancement and development are taking place in cyber space 
so are the adversaries upgrading their modus operandi in committing cybercrimes. He emphasized 
the importance of understanding the new challenges cyber space is throwing before law enforcement 
agencies and gave examples that how cyber warfare has evolved in a manner in which one can wreak 
havoc into the land of adversaries without even dirtying his/her hands. ADG, BPR&D urged all the 
participants to learn new ideas and wisdom from the distinguished speakers present in the webinar. 

Session - I:
Combatting Cyber Crime – Trends, Issues, and Role of INTERPOL

	 Sh. Jaiswal, DIG (Mod) introduced the first speaker of the webinar, Dr M M Oberoi before the 
participants. Dr Madan M Oberoi, IPS (AGMUT, 1992) is the Executive Director of Technology and 
Innovation at Interpol. Dr Oberoi is a Fullbright scholar in the area of cyber security from the University 
of Washington and holds a PhD in the area of cybercrime from IIT Delhi. He was instrumental in 
setting up the Indian Cybercrime Coordination Center, I4C Scheme of the Ministry of Home Affairs, 
Govt of India.

 
(Dr M.M. Oberoi, IPS)

	 Dr M.M. Oberoi gave his talk on the topic “Combating Cyber Crime, Trends, Issues and Role 
of INTERPOL”. The talk was spread across five different agendas as mentioned below:

i)	 Technology Radar, ii.) Cybercrime Trends, iii) LEA Issues, iv.) Action Pillars, v.) INTERPOL 
Support

	 Dr Oberoi shared his wisdom on the Technology Radar by covering the  following verticals:

a.	 Connectivity - Cloud Computing, Big data, Internet of things

b.	 Digital Disruption- Dark Web, Blockchain Technologies, 3D Printing

c.	 Artificial Intelligence (AI) – Deepfake, AI Designed Malware, 

d.	 Autonomous Machines – Robotics, Drones, Unmanned Vehicles

e.	 Simulations- Virtual Reality, Augmented Reality, Digital Twins

	 Dr Oberoi explained the LEA’s way of looking into emerging technologies. He explained 
emerging technology may be looked into three aspects viz. The threat, Evidence and Tool. They utilize 
systems and intelligence to counteract threats, tool aspect is used by Law Enforcement to assist in 
operational and investigative duties. Similarly, the aspect of Evidence is related to the recovery of data 
and identifiers. Explaining the broad implications of technological development taking place around 
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the globe, Dr Oberoi further informed the participants that Data tsunami, Digital disruption, Digital 
Insecurity, Alternate Anonymous Digital Economy, and Third-Party Policing are the various facets that 
require the attention of LEAs. He further emphasized that Collection, Collation and Analysis of data 
is very important for LEAs to manage a large amount of data being generated because of IoT and 5G 
components. This may help LEAs noise separation from a large amount of data and management of 
helpful information extracted from a large amount of data. Digital Disruption is caused by the advent 
of cryptocurrencies, the dark web and drones. Large scale security breaches happening across the 
spectrum of cyber space is affecting the trust of the common citizen. The usage of cryptocurrency has 
affected the traditional approach of police in following the currency flow. Since there is anonymity in 
the ecosystem of cryptocurrencies, the traditional approach of following the movement of currency 
cannot be done any longer. 

	 While explaining the Cybercrime trends, Dr Oberoi explained that the biggest trend in 
cybercrime is the increasing incidents of ransomware attacks. Another type of trending cyber crime 
is Business E-mail Compromise cases which causes tremendous losses in terms of monetary values. 
Distributed Denial of Services attacks also called DDoS attacks are another cause of great concern 
as this type of attack takes place on critical infrastructures like power and water supplies. Dr Oberoi 
continued sharing the news items of high profile cyber-attacks from across the globe. He also highlighted 
the fact that ransomware attacks have become a sort of cottage industry where cybercriminals are 
selling the ransomware scripts to other parties and the entire ecosystem has become something called 
Ransomware as a Service (RaaS). He also said that according to the official data on cybercrime in India, 
the country has lost Rs 1.25 Lakh Crores due to cybercrimes. 

	 Dr Oberoi also shared the success stories of law enforcement agencies in combating cybercrime. 
He emphasized the fact that the reason behind these successes is the proactive use of traditional policing 
methods rather than over-reliance on technology solutions. 

	 Dr Oberoi continued his talk discussing the LEAs issues with regard to combating cybercrime. 
He discussed at length about following issues:

	 i.	 Intelligence                                   

	 ii.	 Skill & Infrastructure Gaps

	 iii.	 E-evidence Management               

	 iv.	 Multi-jurisdictional Collaboration

	 v.	 Reactive Approach

	 He emphasized the need for a proactive intelligence approach for LEAs in combating emerging 
cybercrimes. 

	 The fourth agenda of the talk was on Action Pillars. Dr Oberoi mentioned that the Indian 
Cybercrime Coordination Center (I4C) is founded with the idea of strengthening action pillars in the 
following areas:

	 i.	 Actionable Intelligence                              

	 ii.	 Forensics

	 iii.	 Capacity Building                                      

	 iv.	 Strategy & Outreach

	 v.	 Reporting, Investigation & Prosecution     

	 vi.	 Research & Innovation

	 The final and fifth agenda of the talk was on Interpol’s support to LEAs in combating cybercrime. 
Dr Oberoi explained that INTERPOL is having their own Technology Radar under which they 
research emerging technologies and how they are impacting the crimes happening in cyber space. He 
informed the participants that INTERPOL is also managing online communities to keep theme-based 
discussions. They also have developed an INTERPOL Global Knowledge Hub to share and disseminate 
knowledge in cyber space. He urged the LEAs to join the Global Knowledge Hub and become part of 
the global learning ecosystem. They have been conducting virtual courses offered free of cost for LEAs. 
The application for enrolment may be forwarded through CBI. Interpol also runs INTERPOL virtual 
academy in which more than 90 e-learning modules are created and has more than 20,000 participants 
on board. Interpol also runs a Cybercrime Operational Coordination centre to coordinate with LEAs 
of member countries in investigating cybercrimes. 

	 A copy of the presentation may be seen as follows: - 
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Session – II:
Anatomy of Phishing Attacks

 
(Sh. Venkata Satish Guttula)

	 The next speaker, Sh. Venkata Satish Guttula, CISM, CDPSE, CDPP Director – Security, 
Rediff.com India Ltd elaborated the detailed anatomy of  Phishing Attacks, their types and measures 
to prevent such attacks. The statistics of cyber-attacks using phishing techniques has increased steeply 
during the last few years. More than 90% of targeted cyber-attacks used Spear-Phishing in the initial 
phase to gain entry to the organization’s network. 

	 The use of Phishing URLs in  Emails has been increased tremendously in the previous few years 
and one-third of the data breaches that happened in this time frame involved phishing attacks. To 
instantiate some are the ones faced by Maersk due to which it lost the business of about $200 million 
to $300 million due to NotPetya Ransomware received from an Email. Business Email Compromise 
fraud saw significant losses and  COVID-19 related Email attacks increased by 667% and 18 million 
such Emails were seen in just 1 week during April last year(2020). 

	 Phishing attacks and the underneath techniques used have also been explained in detail. 
Phishing is a technique used by cyber-criminals to send genuine-looking Emails and make the user take 
action. These actions can be replying with personal information or clicking the link in the Email and 
doing some transactions etc. Attackers also take advantage of natural disasters, epidemics, pandemics 
to send malicious Emails under the pretext of local authorities that are in charge of dispensing various 
help, aids or have been offering other support initiatives.

	 Types of Phishing involves Mass phishing which is a type of large volume attack intended to 
reach as many people as possible. Spear phishing is a targeted attack directed at specific individuals 
using gathered information to personalize the emails and to make the attack more difficult to detect. 
Whaling is a type of spear-phishing attack that targets “big fish,” including high profile individuals 
or those with a great deal of authority or access. Then comes another variant of phishing which is 
Clone phishing involves a spoofed copy of a legitimate and previously delivered Email, with original 
attachments or hyperlinks replaced with more attractive versions, which is sent from a forged Email 
address therefore it appears to be from the original sender or another legitimate source. Advance fee 
scams are also there which requests the target to send money or bank details which can be misused 
through phishing techniques.

	 Common Baiting Tactics are also used to trap people and get their significant information 
like Notification from a help desk or system administrator asks you to take action to resolve an issue 
with your account (e.g., Email account has reached its storage limit), which often includes clicking on 
a link and providing the requested information. Advertisement for immediate weight loss, hair growth 
or fitness prowess, serves as a ploy to get one to click on a link that will infect a computer or mobile 
device with malware or viruses. Attachment labelled “invoice” or “shipping order” contains malware 
that can infect computer or mobile device if opened. It may contain what is known as “ransomware,” 
a type of malware that will delete all files unless a person pays a specified sum of money. It involves 
the use of notifications from what appears to be a credit card company indicating someone has made 
an unauthorized transaction on a persons account and if the link to log in to verify the transaction is 
clicked, then important information like username and password is collected by the scammer. A fake 
account on a social media site mimics a legitimate person, business or organization or organization 
linked with an online game, quiz or survey to collect information from personal accounts.

	 Punycode is a representation of Unicode with the limited ASCII character subset used for 
Internet hostnames is also explained. Using Punycode, hostnames containing Unicode characters are 
transcoded to a subset of ASCII consisting of letters, digits, and hyphens, which is called the Letter-
Digit-Hyphen subset.

	 To detect a Phishing Scam, one can notice things like spelling errors (e.g., “pessward”), lack 
of punctuation or poor grammar, hyperlinked URL which can be different from the one displayed, or 
it is hidden, threatening language that calls for immediate action, requests for personal information, 
announcement indicating a prize or a lottery won or requests for donations etc.

	 Email Spoofing is also a technique used for phishing. In this fraudulent Email activity, the 
sender address and other parts of the Email header are altered to appear as though the e-mail originated 
from a different source.

	 An Email header should be viewed as a safeguard measure to detect phishing. To view the 
Email header in Rediffmail one should open an Email. Find and click “See Details”, then click “Show 
full headers” and to View, an Email header in Gmail one should open an Email and then find “More” 
(three vertical dots), choose “Show original”. Viewing an email header in Outlook involves opening 
an Email and then  find “More actions” (three horizontal dots), choose “View message source” and 
viewing an Email header in Yahoo involves opening  an Email and then find “More actions” (three 
horizontal dots), choose “View raw message.”

	 An Email can be traced to its IP address through header information but due to recent changes 
in the privacy policy knowing the exact IP address has become tedious. Some software tools can also be 
used to get header information or delivery information.

	 Some Compliance and Mechanisms can be incorporated into the mail system to strengthen 
security. Some such instances are the use of  SPF, DKIM, DMARC etc.

	 Sender Policy Framework (SPF) is an Email authentication technique used to prevent 
spammers from sending messages on behalf of one domain. With SPF, an organization can publish 
details of authorized mail servers. SPF is a DNS text entry that shows a list of servers allowed to send 
mail for a specific domain. The domain owners/administrators are the only people allowed to add/
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change the main domain zone. Hence SPF in a DNS entry can be considered a way to enforce the fact 
that the list is authoritative.

	 Domain Keys Identified Mail (DKIM) is an Email authentication technique that allows the 
receiver to check that an email was indeed sent and authorized by the owner of that domain. This 
authentication is done by giving the Email a digital signature. The recipients can know if the message 
has not been faked or altered in transit. 

	 DMARC, which stands for “Domain-based Message Authentication, Reporting & Conformance”, 
is an email authentication, policy, and reporting protocol that is designed to detect and report Email 
spoofing. It builds on the widely deployed SPF and DKIM protocols, adding linkage to the author, 
domain name, published policies for recipient and handling of authentication failures, and reporting 
from receivers to senders, to improve and monitor the protection of the domain from fraudulent Emails.
BIMI (Brand Indicators for Message Identification) and SMIME can also be used by organizations for 
further security to avoid such attacks.

	 The slides of his presentation are as follows: -
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Session III:
Cyber Security as a National Security Issue

 
(Dr. Sandeep Shukla)

	 Dr Sandeep Shukla started his talk on Cyber Security as a National Security Issue by introducing 
the difference between cyber crimes and cyber attacks. He explained that cyber crime may be defined 
as crimes that are taking place through the internet, computers and smart devices. Cyber crime may 
or may not be carried through cyber attacks. Whereas cyber attacks are online attacks performed to 
compromise confidentiality, integrity or availability of systems and information. Cyber-attacks may be 
used to commit cyber crime or create civil and administrative problems. 

	 Dr Shukla further shed some light on IT Act and its role in bringing cyber criminals to justice. 
He further discussed the reporting of cyber crime to CERT-IN and NCIIPC. 

	 Dr Shukla mentioned multiple examples of such Cyber Crimes such as:  

i.	 Jaamtara Gang and Financial fraud on unaware citizen

ii.	 Impersonation on social media – use of simple passwords by users, not using 2-factor 
authentications 

iii.	 Honey Trapping on social media – completely a social engineering-based crime

iv.	 Child Pornography creation and exchange 

v.	 Taking over someone’s WhatsApp account – done through social engineering

vi.	 The promise of employment on social media and then requesting the job seeker to pay 
fees

vii.	 Deep fake videos, images, voice recordings

viii.	 Ransomware attack on individuals for money

ix.	 Blackmailing based on content leaked

	 He further discussed the strategies for fighting Cyber Crimes including,  Cyber Forensic 
capability, Insider intelligence, Tracing IP addresses, Tracking cryptocurrency movement through 
blockchain analytics, AI/ML capabilities to detect deep fakes, Extensive information on mapping 
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IP addresses and their activities, Counter Hacking capabilities, Spreading awareness extensively. 
Cyber Attacks are done by exploiting vulnerabilities in the network, hardware, O/S, Firmware and 
Applications, which involves, Cyber Attacks that can breach confidentiality (Privacy), Breach integrity 
(change data – false data injection), reach availability (denial of service). Cyber Attacks can also be 
used in cybercrime, and Cyber Attacks can also damage systems including IT Systems and Industrial 
Control Systems. 

	 Dr Shukla discussed many incidents related to Cyber Attacks on IT Systems and Industrial 
Control Systems, including:

◆	 Targeting the Indian Power Sector

◆	 Cyber Attack causing the Mumbai Power Outrage

◆	 Cyber Attacks on Global Power Grids

◆	 Track Malware Attack on India’s largest Nuclear Plant

◆	 Attacks on Nuclear Fuel Enrichment Program

	 Dr Shukla also discussed the actors who are Attacking our Cyber Space. He mentioned the 
role of Nation-State Actors, Terror outfits, Criminal Gangs (esp. Ransomware gangs), Hobby Hackers, 
Script kiddies etc. in attacking our Cyber Space. Some examples of State-Sponsored Threat Actors are: 

	 	 Target Sector – high-tech sectors, IP stealing

	 	 	 Spear-phishing to drop rootkits, keyloggers, credential stealers

	 	 Target Sector – Engineering and Defense 

	 	 	 Poses as prominent individual and spear-phish

	 	 Target Sector – telecom, travel industry, IT firms, High-Tech Industry

	 	 	 Spear-phishing and penetrating vulnerable web servers

	 	 Target Sector – Financial Institutions

	 Custom malware families – backdoors, tunnelers, data miners, destructive 
malware, ransomware

	 	 Target Sector – various industry verticals in South Korea, Japan, Vietnam, Middle East

	 	 	 Word Processor, Adobe Flash, Web site compromise etc

	 	 Target Sector – IT, High-Tech Industries, Governments, R&D organizations, Education

	 	 	 Spear-Phishing

	 He discussed our Cyber Security Philosophy, mentioning about Perimeter Security is not 
enough, which includes, Firewall misconfiguration and breaches, Authentication bypass, Insider 
Threat, Social Engineering, Phishing, Smishing, Vulnerabilities in Commercial Perimeter Defence etc. 
Moreover, he pointed out that Resilient Design is a must, that involves: 

	 	 Continuous Penetration Testing, Patching and Testing Cycles

	 	 Threat Intelligence-based monitoring and IDS Technologies

	 	 Fast Detection, Containment and Islanding mechanism 

	 	 Development of robust protocols and Software solutions

	 	 Development of effective and useful SIEM Solutions 

	 	 Awareness and vigilance training 

	 He further discussed the NIST Cyber Security Framework that includes identifying, protect, 
detect, respond and recover. He briefly discussed the C3i Center Research and Development for 
Securing Power Grid at functioning in IIT Kanpur. The centre involves various labs and activities like 
testbeds, National Vulnerability Database, design and development of Intrusion Detection System, 
Malware and Botnet Detection, Malware Analysis, Siemens PLC honeypot, Anomaly Detection in 
Physical Dynamics under attack. 

	 Finally, Dr Shukla summarized his talk including the following key points: Critical Infrastructures 
(Power Grid, Water/Sewage Plants, Railways, Air Traffic Control, Traffic Systems)  are ripe targets for 
APTs and State Actors. If drastic actions are not taken fast – we might be sitting on a ticking time bomb, 
and C3i Center and C3i Hub are engaged in doing their part but more research, development, courses, 
awareness programs and systematic efforts are required. 
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Concluding remarks and Vote of Thanks
	 In the end, Sh. B. S. Jaiswal, DIG, (Mod), BPR&D proposed a Vote of Thanks to the Chair, 
Speakers and overwhelming participation of more than 400 from State/UTs Police and CAPFs/CPOs. 
He mentioned that the knowledge shared by respected experts/speakers on the various aspects of cyber 
security, cyber crime prevention and cyber crime investigation has greatly benefited all the participants 
in the creation of new ideas and stimulation to be carried forward and adapted to create new dimensions 
of enhancement in their day to day practices to deal with the Cyber Security Challenges to combat 
cyber crime.

	 The Organizing Team for the webinar: 

	 1.	 Sh. B. S. Jaiswal, DIG (Mod)

	 2.	 Dr Manjunath M Gosal, SSO (T)

	 3.	 Dr Sarabjit Kaur, NCR&IC

	 4.	 Sh. Farhan Sumbul, NCR&IC

	 5.	 Sh. Pankaj Choudhary, NCR&IC 

	 6.	 Sh. Gaurav Chaurasia, NCR&IC

	 7.	 Sh. Malladi Krishna, NCR&IC

	 8.	 Sh. Amit Giri, NCR&IC

	 9.	 Sh. Rushikesh Aghav, NCR&IC
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